SPP N ess—

Loésungen im Team

How to Build asimple App for Splunk

Version: 1.2
Date:25.03.2010

© SPP, Lésungen im Team Seitel/24



SPP N ess—

Loésungen im Team

Project How to Build asimple App for $lunk
Project Leader AlexanderSzonyi
Responsible AlexanderSzonyi
Created 25.03.2010
Last Change
Revision
Reference
Change log
No. Date Version Author Comment
1 25.03.2010 10 Szonyi Qreate Document

© SPP, Lésungen im Team Seite2/24



SPP N ess—

Loésungen im Team

Tableof Contents

coOo~NO U WNBE

Create a NeEW APP (SampPle SNOM AP ..c.ccciiiiueersommmmmmms s seeeeeeeeees s smmmmmmmms 2224200002022 smmmmmmmms 5555552222205 smmmnibes
Create a Index for your App (SAmMPIE SNOM ADI) ....uvueeeeee e cmmmmmmmmr e e e e sessssees s smmmmmmmms s e e e e e e e s smmmmmmmm e+ 1« Dans
Install Snort on your System... USSRy AU

Create a Data Input for your App (Sample Snort App) et em———— 111ttt 44+ st 4444410 s e
Test your new APP with a sear@ample Snort App)... 8

Create 3 new important Fields for your A@ample Snort App) PP UPUURPRR Y © Jo
Create 3 new searches for your new App.... 14
[ Fdzy OK (2 @&2dzNJ yéé 0L yF“z LNBaad GKS 0 dzi.ae y

Generate a Dashboard for your new ARP...

© SPP, Lésungen im Team Seite3/24

a! O



SPP os—

Lésungen im Team

1 Qeate a new APRSample Snort App)

- Login to Splunk
- Go to the Manage#> Apps
- Clickthe button éCreate appe

- Fillin (see Picture)

Splunk Manager - Splunk 4.1beta (77251) - Mozilla Fi_ [E=REER

Datei Bearbeiten Ansicht Chronik Lesezeichen Extras  Hilfe |
@ + C 0 A& % ([ nttp//1011172:8000/en-US/manager/Snort/apps/local 17 - | |8~ 100 Searcn P | il %
1 £ Meistbesuchte Seiten Splunk Manager - S5plu.. Login - Splunk 4.1beta.. || Erste Schritte 5 Aktuelle Nachrichten S

- Splunk Manager - Splunk 4.1beta (77... | - |

t Jobs

« Back to

splunk> Manager » Apps » Add New

Help for this page

Snort

This name maps to the app’s directory in $SPLUNK_HOME®tc/zpps!.

Label (optional)
Snort

Give your app & friendly name for display in Splunk Web.
Author (optional)
Alexander Szoeny|
Visible
) No @ Yes
Description (aptional)
for more Information conatct a.szoenyi@spp.at

Enter a descrption of your spp

Template

barsbones El

This template contains example views and searches.

Upload asset

Durchsuchen_

Can be any himl, js, or other file to add fo your app.

- If you are finished press thaSave Button

© SPP, Lésungen im Team Seited/24
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2 QCeate a Index for your AppSample Snort App)

- lLaunchto your new APP

B
(@) Search - Snort - Splunk 4.1beta (77251) - Mozilla Fm [E=NEER
Datei Bearbeiten Ansicht Chronik Lesezeichen Extras Hilfe
Tv c N % G hitp://10.1.1.172:8000/en-US/app/Snort/flashtimeline 77 - | |88 - 100 Seorch P g']_ t‘a
£ Meistbesuchte Seiten o Splunk Manager - 5plu... | Legin - Splunk 4.1beta.. | Erste Schritte 5, Aktuelle Nachrichten ﬂ Enterprise Configurati... ﬁ ‘WikiFormatting — The .., »
' || Search - Snort - Splunk 4.1beta (772... | + -
App ~ | Manager | Jobs | Logout
Last 4 hours - “
-]
+ Timeline:
100 100
50 50
4:00 PM 410 PM 420 PM 4:30 PR 440 PN 4:50 PM
Wed Mar 24
2010 I
a
E BEH Options Results per page 50 El
Fertig

- go from you App direct to the Manager Indexs (this isimportant!!! | that you new index will
match with your App)

© SPP, Lésungen im Team Seite5/24
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- Clickthe button éNewé

Datei Bearbeiten Ansicht Chronik Lesezeichen Extras Hilfe

| @ G /A % (B htp//101.1172:3000/en-US/manager/Snort/data/indexes/_new?action=edit&ins=Snort ¥7 | |88~ 1cQSearch Al gl %
£ Meistbesuchte Seiten Splunk Manager - Splu... Login - Splunk 4.1beta.. | | Erste Schritte - Aktuelle Nachrichten ﬂ Enterprise Configurati... .‘i WikiFormatting — The ... S

Splunk Manager - Splunk 4. lbeta (77... |+ | -

splunk> Manager » Indexes » Add New Help for this page

Index settings
Index name

snor
Set index name (e.g., INDEX_NAME). Search using index=INDEX_NAME.

Home path (optional)

Hotfvarm db path. Leave biank for default (SSPLUNK_DB/ANDEX_NAME/b)

Cold path (optional)

Cold db path. Lesve biank for default (SSPLUNK_DBANDEX_NAME/colddb)

Thawed path (optional)

Thawed/resurrected db path. Leave blank for defauit (§SPLUNK_DBANDEX_NAMEhaweddb)
Max size (MB) of entire index (optional)
S00000
Maximum target size of entire index.
Max size (MB) of hotfwarmicold bucket (optional)
auto

Maximum target size of buckets. Enter ‘auto_high_volume’ for high-volume indexes.

Fertig

- Fillin (see Picture)

- Ifyou are finished press th#&Saveé Button
- Reboot Splunk (ManageiServer controls>Restart Splunk)

© SPP, Lésungen im Team Seite6/24
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3 Install Snort on your System

- In my example@apt-get install snort (Ubuntu installation)

4 Qeate aData Inputfor your App Sample Snort App)

- Launchto your new APP

- go from you App direct to the Manager Data inputs (this isimportant!!! , that you new index will
match with your App)

- in my examplehooseFiles & Directories

- Clickthe button éNewe

IS Spiunk Manager - Spik [ =)

Datei Bearbeiten Ansicht Chronik Lesezeichen Extras Hilfe

@ B C D % ( http://10.1.1.172:8000/ en-US/manager/Snort/data/inputs/monitor/_new?a 77 v| |$ ~ ICQ Search

2 Meistbesuchte Seiten Splunk Manager - Splu... Login - Splunk 4.1beta... | | Erste Schritte 5, Aktuelle Nachrichten il Enterprise Configurati...

Source

Upload a file from your local machine, or specify a path to monitor a file or directory.

I
H Splunk Manager - Splunk 4.1beta ... X E LEQ Ergebnisse fur "auswahlen” ¥ i

Set sow
@ Manitor a file or directory () Upload = local file ) Index a file on the Splunk server
Full path on server

ivarflogisnort/slert
This

On Wing
On Unix: /

ssible from this Splunk installation.

be any file or directory 3
| \apac \\hastname\spachs\spsche. emorlog.

Set host

constant value El
Specify method for getting host field for events coming from this source.
Heost field value

o0

Source type
Set sourcetype fiekd for all events from this source.
Set sourcetype

From list =]

m

When this is sef to automatic, Splunk classifies and assigns the sourcetype automatically, and gives unknown sourcelypes
placeholder names.

Select source type from list

snort [=l]
Index
Set the destination index for this source.
Indesx
iznort {=]

Advanced options

I:‘ Follow tail
If checked,

of the file (ke tail -f). This only applies to the file the first time Splunk sees if. After
s keep track of i.

Whitelist {opticnal}

Specify a regex that files from this source must match fo be monitored by Splunk.

Bladklist [optional)

Specify a regex that files from this source must NOT match fo be monitored by Splunk.

Corn L

Fertig
- Fillin (see Picturgnd then go to younew APP

© SPP, Lésungen im Team Seite7/24
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5 Test your new APP with a sear¢8ample Snort App)

- Tipinin the search windows

index=snorte * then press Enter

Datei Bearbeiten Ansicht Chronik Lesezeichen Extras Hilfe

9 C & % ([ http://10.1.1.172:8000/en-US/app/Snort/flashtimeline 7 - | |88~ icosearcn Al %

|| 2 Meistbesuchte Seiten | Splunk Manager - 5plu... [gg Login - Splunk 4.1beta... | Erste Schritte 5, Aktuelle Nachrichten ﬂ. Enterprise Configurati.., >

index="snort” * Last 4 hours - “
o | 4
Oau matching events | Save ==arch il Build report
= Timeline: @) zoom in @) zoom out  Scale: E linsar log 1 bar = 1 minute
2 2
- I I I I Y | | AN Y N Y Y ) Y I I Iy B 1
12:00 PM 1.00 PK 2:00 PKW 3:00 PK 4:00 PM
Wed Mar 24 I
2010
36 fields | Fioxfields El 41 events in the last 4 hours {from 12:00:00 PM to 4:47:22 PM on Wednesday, March 24, 2010)
Selected fiekds (10) B= | Options.. Results perpage | 50 [
dest_ip (3)

SNP request udp [**]
: attempted Informetion Leak] [Priority: 2]
:41:38.745242 18.1.1.48:1661 -> 18.1.1.58: 161
UDP TTL:125 TOS:@w@ ID:28764 IpLen:2@ Dgwien:1i2
Len: 34
[#ref => http://cve.mitre.org/cgi-bin/cvename. cgiPname=2882-8013 ] [¥ref => http://cve.mitre.org/cgi-bin
Jewename. cgi Pname=2882-2e12 ] [Xref =» http://wew.securityfocus.com/bid/4a32][®ref => hitp://wew. securityfocus . com/bid/180] [Xref

snortislert + ttempted Information Lesk

5w

[#*] [1:1217:3] SN request udp [**]
[Classificstion: Attempted Informstion Lesk] [Friority: 2]

83/24-15:37:14.730434 18.1.1.
UDP TTL:128 TOS:8x@ ID:21716 IplLen:2@ Cgmien:112

851 -» 18.1.1.55:161

Other interesting fiekis (11) Len: 54
DaomLen (n) (4} [®ref => http://cve.mitre.org/cgi-bin/ cvename. cgiPname=2882-28813 ] [¥ref =» http://cve.mitre.crg/cgi-bin
Jcvename. cgi Pname=2002-2e12 ] [Xref =» hitp://waw.securityfocus.com/bid/4232][Xref => http://wew.securityfocus. com/bid/4e80] [Xref

=» http:
0 = tion Leak -
D.1.1.556 -

finecount (s

of Service] [Priority: 2]
3884 -> 18.1.1.172:580@

=plunk_server (1) @x3FD2 Tcplen: 28

timeendpos y nort * | = ttempted Denial of Service -
) COMMUNITY SIF TCF/IF message ty=2 = | src 0.1.187 -
timestartpos. 1472 = | dest_port=8000 ~
/24110 [*=] [1:1217:9] SMP request udp [*°]
4:27 PN [Classificstion: attempted Informetion Leak] [Priority: 2]
A1l 3 Fiskd 23/24-16:27:14.806195 18.1.1.48:1861 -> 18.1.1.55:161
UDP TTL:125 TOS:@w@ ID:6707 IpLen:2@ Dgien:lll

Len: B4 -

Fertig

© SPP, Lésungen im Team Seite8/24
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6 Ceate 3 newimportant Fieldsfor your App(Sample Snort App)

- Goto your new App
- Tipin in the search windowsndex=snort * then press Enter

- Press the Button right from your messages (see Picture)

Datei Bearbeiten Ansicht Chronik Lesezeichen Extras Hilfe

- D % 0 http://10.1.1.172:8000/en-US/app/Snort/flashtimeline 77 | |88 - ico

1l B

£ Meistbesuchte Seiten WikiFormatting —The ... | | AnachB.at - neue Weg... 3

Splunk Manager - Splu... |y Login - Splunk 4 1beta... | | Erste Schritte =, Aktuelle Nachrichten ﬂ Enterprise Configurati...
| CNN- & YouTube [EJ Facebook - Spiele~ 8| Amazon ~ lucre - [ Wetter [7) E-mail - ¥, Optionen -

Qseren - (B R A Q&2

Search | Actions ~

index="snort” * Last 4 hours - “
| - |
Q 30 matching events |i-) Save search w1 Build report
- Timeline: §3 zoomin @@ zoomout  Scale E linear log 1 bar =1 minute
2 2 |
(N T N 11 T I I m
.SOUAM T:00 AM 2:00 AW G:00 AM 10:00 AN
Thu Mar 25
2010 |
37 fields | Pick fields I3 30 events in the last 4 hours (from 6:00:00 AM to 10:15:26 AM on Thursday. March 25, 2010)
Selected fields (10} E 3] | Options Results perpage = 50 B
dest_ip (4)
dest_port (n) (3) u 3125110 [**] [1:1e0000160:2] COMMUNITY SIP TCP/IP message flooding directed te SIP proxy [**]
- M [Classification: Attempted Denial of Service] [Priority: 2]
st Build Eventtype 93/25-10:11:13.949172 10.1.1.67:56206 -> 18.1.1.172:8000
snort_classification (2) TCP TTL:128 TOS:0x@ ID:4168 IplLen:2@ DgmLen:4@ DF
Extract Fields ***A**** Seq: @x79E273B3 Ack: Bx29ASCE2S Win: Bx4829 TcpLen: 26

snort_message (2)

spluﬂk - |s e=snort = | = =harlog/snort/alertt ~ | =

-Aﬂempled Denial of Service

LT Show Source | c=COMMUNITY SIP TCP/IP message flooding directed to SIP proxy = v=2 = | sic_ip=10.1.1.67 =
- | s =56206 ~ | desl_ip=10.1.1.172 - | desi_pori=B000 -
source (1)
T [**] [1:1417:9] SNMP request udp [**]
sourcetype (1) 766768 AM [Classification: Attempted Information Leak] [Priority: 2]
src_ip (3) 93/25-10:07:56.768951 10.1.1.408:1061 -> 18.1.1.58:161
UDP TTL:128 TOS:0x@ ID:18969 IplLen:2@ Dgmlen:112
src_port (n) (4) Len: 84
[Xref =» http://cve.mitre.org/cgi-bin/cvename.cgitname=2062-0013][Xref => http://cve.mitre.org/cgi-bin
Other interesting fields (11) Jcvename.cgi?name=2002-8012][Xref =» http://www.securityfocus.com/bid/4132][Xref =»
T s http://wav. securityfocus. com/bid/4e89][Xref => http://wm.securityfocus. com/bid/4685]
eI spluﬂk v | sourcetype=snort = | source=harflog/snort/alert = | = n=Attempted Information Leak -
| -SNMPrequestudp v | snor_p y=2 v | 0=101.140 = | src_port=1061 = | _ip=10.1.1.50 =

61 v

index (1)

http://10.1.1.172:8000/en-US/app/Snort/flashtimelines

- (hosedExtrat Fiedst (a new windows apgars)

© SPP, Lésungen im Team Seite9/24
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- Now you are in the Interactive Field Extractor Window

Datei Bearbeiten Ansicht Chronik Lesezeichen Extras Hilfe

Ald 85
| £ Meistbesuchte Seiten [ Splunk Manager - Splu... | Legin - Splunk 4 1beta... | Erste Schritte 5, Aktuelle Nachrichten ﬂ Enterprise Configurati... ii WikiFormatting —The ... | | AnachB.at - neue Weg... b
b [ou] CHN- YouTube [EJ Facebook - Spiele~ |8] Amazon - lucre = [ Wetter [7) E-mail - %, Opticnen ~ I
- @ suhen - |G B @ B &L

| Search - Snort - Splunk 4 1beta (772... % | Splunk 4.1beta (77251) bs I + =

> C &y % (B nttp:/101.1.172:8000/en-US/ifi7sid=1269508526.171 &offset=0&namespace=Snort vy | [&-

[T RS

Interactive Field Extractor

Teach Splunk how to extract fields by providing it with example values. First, restrict the
field extraction to a specific host, source, or sourcetype. Then, copy and paste example
values of the field you want Splunk to extract.

Restrict field extraction to

sourcetype="snort" E L

Example values

Enter one or more example values on separate lines. For best results, include multiple examples.

Generate

Generated pattern (regex) Sample events |

one= This list is based on the event you selected from your search and the field restriction you specified.

d [**] [1:186688166:2] COMMUNITY SIP TCP/IP message flooding directed to SIP proxy [**]
[Classification: Attempted Denial of Service] [Priority: 2]
©3/25-108:11:13.9439172 10.1.1.67:56286 -> 18.1.1.172:8000
TCP TTL:128 T05:8x8 ID:4168 Iplen:2@ Dgmlen:48 DF

Sample extractions
HHEAEES Seq: @x79E273B3  Ack: @x29ASCE25 Win: @x4@29 Teplen: 20

none= [*#*] [1:1417:9] SNMP request udp [**]
[Classification: Attempted Information Leak] [Priority: 2]
83/25-18:87:56.768951 10.1.1.48:1061 -> 1@.1.1.58:161
UDP TTL:128 T0S:8x8 ID:18969 IplLen:28 Dgmlen:112
Len: 84
[Xref => http://cve.mitre.org/cgi-bin/cvename.cgi?name=2082-8013][Xref => http://cve.mitre.org/cgi-bin/cvename.cgizn

[**] [1:1417:9] SNMP request udp [**]

[Classification: Attempted Information Leak] [Priority: 2]
83/25-18:87:16.767722 108.1.1.48:1861 -> 18.1.1.55:161

UDP TTL:128 TOS:8x8 ID:18495 IplLen:28 DgmlLen:112

Len: 84 il

Fertig

- Hrstwe want to extract following field (marked in yellow)

- [**][1:200000160:2]COMMUNITY SIP TCP/IP message flooding directed to SIPfjroxy
[Classification: Attempted Denial of Service] [Priority: 2]
03/25-10:11:13.949172 10.1.1.67:5626610.1.1.172:8000
TCP TTL:128 TOS:0x@1B8 IpLen:20 DgmLen:40 DF
rexAxRR* Sa: OX79E273B3 Ack: 0x29A5CE25 Win: 0x4029 TcpLen: 20

© SPP, Lésungen im Team Seitel0/24
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- First you copy anghaste all messagegsee yellow markedjnto the Example values Box and click
oGeneraté (see Picture)

Datei Bearbeiten Ansicht Chronik Lesezeichen Extras Hilfe
- N % B http://10.1.1.172:8000/en-US/ifx?sic=1269508526.171 &offset=08&inamespace=Snort

EICS S

3

L £ Meistbesuchte Seiten [ Splunk Manager - Splu... | Legin - Splunk 4 1beta... | Erste Schritte 5, Aktuelle Nachrichten H Enterprise Configurati... ii WikiFormatting —The ... | | AnachB.at - neue Weg...
b [on] CNN - YouTube [EJ Facebook - Spiele~ |8| Amazon ~ lucre = [ Wetter [7) E-mail - %, Opticnen ~ |
Qe - B R @Q &L

| | Search - Snort - Splunk 4 1beta (772... % | Splunk 4.1beta (77251) bs I + <

Interactive Field Extractor

Teach Splunk how to extract fields by providing it with example values. First, restrict the
field extraction to a specific host, source, or sourcetype. Then, copy and paste example
values of the field you want Splunk to extract.

Restrict field extraction to

sourcetype="snort" E

Example values

SNMP request udp

COMMUNITY SIP TCPAP message flooding directed to SIP proxy
WEB-COLDFUSION expeval access I

Enter one or more example values on separate lines. For best results, include multiple examples.

Generate

Generated pattern (regex) Sample events |
(im0 H2H?P<FIELDNAME=*?)is+[ This list is based on the event you selected from your search and the field restriction you specified.
. 5 — [**] [1:186600156:2] COMMUNITY SIP TCP/IP message flooding directed to SIP proxy @ [**]
| =t § test ] = [Classification: Attempted Denial of Service] €8 [Priority: 2]
©3/25-10:11:13.949172 10.1.1.67:56206 -> 10.1.1.172:58000
. TCP TTL:128 TOS:8x@ ID:4168 IplLen:2@ Dgmlen:4e DF
Sample extractions e Saq: i . . l
eq: @x79E273B3 Ack: B8x29ASCE25 Win: @x4829 Tcplen: 20
Validate the extracted values. To improve results, remove [*+] [1:1417:9] SNMP request udp €@ [**]
incarrect extractions and add more example values. [Classification: Attempted Information Leak] @@ [Priority: 2]
@ (hitp_inspect) DOUBLE DECODING ATTACK 83/25-18:87:56.768951 10.1.1.48:1061 -> 1@.1.1.58:161
@ WEB-CGI swsn cgi access UDP TTL:128 T0S:8x@ ID:18959 IplLen:2@ Dgmlen:112
Len: 84
@ WEB-MISC mod-plsgl administration access [Xref = http://cve.mitre.org/cgi-bin/cvename.cgi?name=2802-8013][Xref => http://cve.mitre.org/cgi-bin/cvename.cgizn

@ to apotentially vulnerable web application]
[**] [1:1417:9] SNMP request udp @ [**]

@ WEB-MISC oracle web arbitrary command execution [Classification: Attempted Information Leak] @8 [Priority: 2]
attempt ©3/25-10:87:16.767722 18.1.1.48:1861 -> 18.1.1.55:161
@ OxBFSETEEC Ack 0x80FD2F76 Win: OXFFFF TcpLen: | UDP TTL:128 T0S:@x@ 1D:18495 IpLen:2@ Dgmlen:112
20 Len: 84
Fertig

- Know you have generateragex for your Field (?im)*(?:[* ]* {2}(?P<FIELDNAMEX\$#)[ ¢ but you
can see in the picture that this regalso match to othetext in your log.

© SPP, Lésungen im Team Seitell/24
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- So the correct regx isfor your Field isa (?im)A[* J* \[\d+Ad+Ad+]\s+(?P<FIELDNAME>\$}[§ you
can know see in the picturthat only your messages are marked.

Datei Bearbeiten Ansicht Chronik Lesezeichen Extras Hilfe

- C &y % (B nttp:/10.1.1172:8000/en-US/ifx?sid=1269508526.171 toffset=0&namespace= Snort vr | [ - icosearn Al %

wd WikiFormatting—The ... | | AnachB.at - neue Weg... 3
b [ou] CHN- YouTube [EJ Facebook - Spiele~ |8| Amazon ~ lucre = [ Wetter [7) E-mail - %, Opticnen ~ I
- @ suhen - |G B @ B &L
[ Splunk Manager - Splunk 4.1beta (... = | [ Splunk 4.1beta (77251) x|+ =

£ Meistbesuchte Seiten [ Splunk Manager - Splu... | Legin - Splunk 4 1beta... | Erste Schritte 5, Aktuelle Nachrichten H Enterprise Configurati...

Note: This regex already extracts snort_message for snort.

Interactive Field Extractor

Teach Splunk how to extract fields by providing it with example values. First, restrict the
field extraction to a specific host, source, or sourcetype. Then, copy and paste example
values of the field you want Splunk to extract.

Restrict field extraction to

sourcetype="snort" E

Example values I

COMMUNITY SIP TCPAP message flooding directed to SIP proxy
SNMP request udp
WEB-COLDFUSION expeval access

Enter one or more example values on separate lines. For best results, include multiple examples. 1

Generated pattern (regex) Sample events

(ZimP [ \Nd+\d+Ad+ls + (2P <FIELDNAME= *2)is+ This list is based on the event you selected from your search and the field restriction you specified.

dit - [**] [1:106000160:2] COMMUNITY SIP TCP/IP message flooding directed te SIP proxy [**] |
G SN WERGGIN | [ossicication: Attempted Denial of Servicel [Priority: 2]

83/25-18:11:13.949172 10.1.1.67:56286 -> 18.1.1.172:8008

TCP TTL:128 T0S:8x8 ID:4168 IplLen:28 DgmlLen:48 DF

®ExpEses Soq: @x79E273B3  Ack: Bx20ASCE2S Win: 8x4829 Tcplen: 28

Sample extractions

(hitp_inspect) DOUBLE DECODING ATTACK [**] [1:1417:9] SNMP request udp [**]
[Classification: Attempted Information Leak] [Priority: 2]

\WEB-CGI swsn cgi access 83/25-18:87:56.768951 10.1.1.48:1861 -> 18.1.1.58:161

WEB-MISC oracle web arbitrary command execution UDP TTL:128 TOS:8x8 ID:18959 IplLen:28 Dgmlen:112
attempt Len: 84
WEBIS bat? access [Xref =» http://cve.mitre.org/cgi-bin/cvename. cgi?name=2082-8013][Xref => http://cve.mitre.org/cgi-bin/cvename.cgi?n
(http_inspect) WEBROOT DIRECTORY TRAVERSAL [**] [1:1417:9] SNMP request udp [**]
WEB-MISC Novell Groupwise gwweb.exe access [Classification: Attempted Information Leak] [Priority: 2]
83/25-18:87:16.767722 18.1.1.48:1861 -> 18.1.1.55:161 -
Fertig

© SPP, Lésungen im Team Seitel2/24



SPP N ees—

Lésungen im Team
- Saveyour new Field, press th@&Saves Button and save the Filed as snort._mess@mge pictue).

@) Splunk 4.1beta (77251) - Mozila Fi =)
Datei Bearbeiten Ansicht Chronik Lesezeichen Extras Hilfe
- D % & http://10.1.1.172:8000/en-US/ifi?sid=1269508526.171 &offset=0&inamespace=Snort 7 | |88 - icQSearch Al ‘;%

|| 2! Meisthesuchte Seiten [EJ Splunk Manager - Splu... [E Login - Splunk 4 1beta... | | Erste Schritte 3 Aktuelle Nachrichten il Enterprise Configurati... g WikiFormatting —The . | | AnachB.at - neue Weg...
b oo CHN- YouTube [EJ Facebook - Spiele~ 8] Amazon - lucre - [ Wetter [7) E-mail - 2, Optionen - I
~ | G Schen -|@; BRaqd-|s

[ Splunk Manager - Splunk 4.1beta (7... > | [E Splunk 4.1beta (77251) x

Tt » || 4

Save Field Extraction

Note: To ensure the regex works properly, test before you save it.

Name

snort_message I

Fertig

- Repeatthis steps with the following new Fields,
0 snort_classification

[**] [1:200000160:2]COMMUNITY SIP TCP/IP message flooding directed to SIPfjroxy
[ClassificationAttempted Denial of Servi¢¢Priority: 2]

03/25-10:11:13.949172 10.1.1.67:5626610.1.1.172:8000

TCP TTL:128 TOS:0x@1B8 IpLen:20 DgmLen:40 DF

*rekAkkkr Sag: O0X79E273B3 Ack: Ox29A5CE25 Win: 0x4029 TcpLen: 20

Regex=(?i)\[Classification: (?FRELDNAMEMN]]*)(?=\])
0 snort_priority

[**] [1:100000160:2]COMMUNITY SIP TCP/IP message flooding directed to SIPfjroxy
[ClassificationAttempted Denial of Servi¢éPriority: 2]

03/25-10:11:13.949172 10.1.1.67:5626610.1.1.172:8000

TCP TTL:128 TOS:0x@1B8 IpLen:20 DgmLen:40 DF

*rexkAkkkr Sag: O0X79E273B3 Ack: Ox29A5CE25 Win: 0x4029 TcpLen: 20

Regex= (?i)\[Priority\s+(?PEELDNAMEMN]]*)(?=\])
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7 Qeate 3 new searches for your new App

- First search isdndex="snort" snort_message="*" snort_classification="*" snort_priority="*"
src_ip="*"src_port="*" dest_ip="*" dest_port="*"ti(see Picture)

@) Search

Datei Bearbeiten Ansicht Chronik Lesezeichen Extras Hilfe

- oD % 4 http://10.1.1.172:8000/en-US/app/Snort/flashtimeline?s=Snort Alerts Last 4 Hours 77 -| |88~ 1c p E]- :%
5| Meistbesuchte Seiten [ Splunk Manager - Splu... [& Login - Splunk41beta.. | Erste Schritte 5, Aktuelle Nachrichten i3 Enterprise Configurati... g WikiFormatting —The.. | | AnachB.at - neue Weg... »
lf [ c LT o [os] CNN - i YouTube [EJ Facebook~ [ Spiele~ 3| Amazon~ [ lucre~ [ Wetter 7] E-mail - , Optionen - ||

& - v Q Suchen -||fB @& @ & & - |&
[ Search - Snort - Splunk 4.1beta (772... | = -

Search Dashboards ~

Search: Snort Alerts Last 4 Hours | Actions ~
index="snort" snort _message="*" snort_classification="*" snort_priority="*" src_ip="*" src_port="*" Last 4 hours N > |
-}
o 36 matching events [ Save search » Build report L
~ Timeline: €9 zoomin @ zoomout  Scale: E linear log 1 bar =1 minute
5 5
3 3
1 1 1 1 1 1 1 1 1 L1 1 1 1 L1 1 1 1 I L1 L n n 1 1
7:00 Al B:00 AM 9:00 Al 10:00 AR
Thu Mar 25
2010
36 fields | Pick fields 4 36 events in the last 4 hours (from 7-:00:00 AM to 11:08:13 AM on Thursday, March 25, 2010)
Selected fields (10) = | Options.. Results perpage 50 [+
dest_ip (4)
dest_port Overlay: I=]
host (1) _time = host * sourcetype * source ¥ snort_classification ¥ snort_message *
snort_classification (4) 3/25M0 11:07:16.155 AM  fwsplunk snort Narflog/snort/alert  Attempted Information Leak SNMP request udp
snort_message (6) 3 010:57:16.088 AM fwsplunk snort warflog/snortialert  Attempted Information Leak SNMP request udp

snort_priority ( 3/25/10 10:47:16.364 AM  fwsplunk snort Narflog/snortialert  Attempted Information Leak SNMP request udp
source (1) 010:46:42.363 AWM fwsplunk snort warflog/snart/alert  Attempted Information Leak SNMP request udp
SRLERERIC) 3(25M0 10:37:16.344 AW fwsplunk  snort fvarflog/snortialert  Attempted Information Leak SNMP request udp
sreip @) 010:36:42.921 AM  fwsplunk snort iarflog/snortialert  Attempted Information Leak SNMP request udp
LT 10 10:31:20.000 AM  fwsplunk snort ~arflog/snort/alert  Generic Protocol Command Decode  METBIOS SMB-DS IPC$ unicode share access

Other interesting fields (11) 010:31:12

AM fwsplunk snort fvarflog/snort/alert  Attempted Information Leak SNMP public access udp

3/25/10 10:31:05.848 AM  fwsplunk snort Narflog/snortialert  Attempted Information Leak SNMP request udp

10 10:31:02.611 AM fwsplunk snort Narflog/snortialert  Attempted Information Leak SNMP private access udp

index (1)

010:31:00.150 AM _fwsplunk snort Narflog/snortialert  Potentially Bad Traffic TFTP Get i

Fertig
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- Save the searchgo to theActionsbutton and presgsave search.d(see Picture)

(@) Search

Datei Bearbeiten Ansicht Chronik Lesezeichen Extras Hilfe
@ » C N %

| 2| Meistbesuchte Seiten || Splunk Manager - Splu... |5l Login - Splunk 41beta.. | Erste Schritte 5, Aktuelle Nachrichten &

[l http://10.1.1.172:8000/en-US/app/Snort/flashtimeline?s=Snort Alerts Last 4 Hours vy - |- AlE 5

WikiFormatting — The ... | | AnachB.at - neue Weg... »
o] CNN - [ YouTube [EJ Facebook - Spiele - 8| Amazon - lucre - [ Wetter 7] E-mail -

Enterprise Configurati...

-
£, Optionen - ||

Search: Snort Alerts Last 4 Hours

index="snort" snort_message="*"

o 36 matching events

Selected fields (10)
dest_ip (4)
dest_port

host (1)
snort_classification (4)
snort_message (6)

snort_priority (

source (1)

sourcetype (1)

src_ip (3)

src_port (n) (8)

Other interesting fields (11)

DgmLen (n) (7)

D () (36)

index (1)

~ Timeline: ) zoomin @@ zoom out
5
3
1 1 | 1
700 AW
Thu Mar 25
2010
36 fields | Pick fields a

- (0 Suchen |3

Actions =

Save search.
Save results
Getlinkto results...
Export results..
Save as eventtype.
Build report...

Inspect search..

Create new dashboard...
Print

| Options..

Overlay:  None

_time =

aae -

snort_priority="*" src_ip="*" src_port="*" dest_ip="*" dest_port="*"

Last 4 hours

1 I 1 1
2:00 AW

am 7:00:00 AM to 11:08:13 AM on Thursday, March 25, 2010)

=]

host * sourcetype * source ¥

snort_classification ¥

|&J save search

1 bar =1 minute

10:00 AW

Results per page

snort_message *

0| Build repart

m

3/25M10 11:07:16.155 AM

3/25M0 10:57:16.088 AM

3/25M0 10:31:05.848 AM

3/25M10 10:31:02.611 AM

3

/10 10:31:00.150 AM

fwsplunk snort Narflog/snort/alert

fwsplunk snort fvarflog/snort/alert
fwsplunk snort Narflog/snort/alert
fwsplunk snort fvarflog/snort/alert
fwsplunk snort Narflog/snort/alert
fwsplunk snort fvarflog/snort/alert
fwsplunk snort Narflog/snort/alert
fwsplunk snort fvarflog/snort/alert
fwsplunk snort Narflog/snort/alert
fwsplunk snort Narflog/snort/alert

fwsplunk snort ivarflog/snort/alert

Attempted Information Leak
Attempted Information Leak
Attempted Information Leak
Attempted Information Leak
Attempted Information Leak

Attempted Information Leak

Generic Protocol Command

Attempted Information Leak
Attempted Information Leak
Attempted Information Leak

Potentially Bad Traffic

SNMP request udp

SNMP request udp

SNMP request udp

SNMP request udp

SNMP request udp

SNMP request udp

MNETBIOS SMB-DE IPCS unicode share access
SNMP public access udp

SNMP request udp

SNMP private access udp

TFTP Get

javascriptvoid(0);
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- Anew windows appars name the searcléiSnort Alertd_ast 4 Hours(see Picture) and Save it.

@ =

Datei Bearbeiten Ansicht Chronik Lesezeichen Extras Hilfe

- C A % B hitp//10.1.11728000/en-US/app/Snort/flashtimeline?s=Snort Alerts Last 4 Hours e | (@~

IEN )
WikiFormatting - The ... | | AnachB.at- neue Weg... »
{ [o] NN~ (% vouTube [EJ Facebook - Spiele- @] Amazon - lucre - [ Wetter ) E-mail -
~ ( Suchen -

2| Meistbesuchte Seiten || Splunk Manager - Splu... [ Login - Splunk 41beta.. | Erste Schritte 5, Aktuelle Nachrichten i3 Enterprise Configurati..

2, Optionen -

Baaad-|g

|z Search - Snort - Splunk 4.1beta (772... | +

Save Search
Name
2nort Alerts Last 4 Hours

Search

index="snort" snort_mess; . t_classification="*"
snort_priority="*" src_ip=" - dest_ip=""" dest_pol

Description (optional)
2nort Alerts Last 4 Hours

Time range

Start time (optional) Finish time {optional)
-4h@h now

Schedule and alert

[7 Schedule this search

Fertig
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- Secoundsearchis a report the search isdindex="snort" snort_priority="*" snort_message="*"
snort_classification="*t Go to the left sight from the windows and press the fields theright from
snort_messages theutton. (see picture)

Datei Bearbeiten Ansicht Chronik Lesezeichen Extras Hilfe

& -c I

2 Meistbesuchte Seiten [ Splunk Manager - Splu... [l Login - Splunk 41beta... | | Erste Schritte 5., Aktuelle Nachrichten i Enterprise Configurati.. mg WikiFormatting - The .. | | AnachB.at - neue Weg.. »

N % [ hittp://10.1.1.172:8000/en-US/app/Snort/flashtimeline?q=search index%3D"snort” snort_priority%3D"™" snart_message®3 77 - | 8~ 100 Search

(o] CNN- {2 VouTube [EJ Facebook - [) Spicle- @ Amazon - lucre - [ Wetter 7] E-mail - &, Optionen ~
- Quchen -l @ @B |2 |

Splunk 4.1beta (772...

Search | Actions ~

index="snort" snort_priority="*" snort_message="*" snort_classification="*" Last 24 hours - “
| - ]
o 395 matching events | Save search w1 Build report
~ Timeline: €3 zoomin & m out Scale: E linear log 1 bar=1hour I

250 250
150 . 150

12:00 P 500 PH 12:00 A4 800 AN
Ve Mar 24 Thi Mar 25 L
2010
38 fields | Pick felds EI 205 cunnte in thi 1ot 4 hossen ffunm 44-00-00 AM Moarch 94 1 44-38-59 AL Morch 9590400
snort_message (categorical) %]
Selected fields (10) Results perpage | 50 [=|

snort_message is in 100% of results | Show only events with this field

Report on: top values bytime | topvalues overall

host (1) snort_message ¥
snort_classification (12) Top 10 snort_messages leak SNMP request udp
snort_message (85) = v vaue # % leak SNMP request udp
snart_priarity (m) ( SN request udp 166 42025% | Leak SNMP request udp
source (1) COMMUNITY SIP __dto SIP proxy 37 9.367% . eak SNMP request udp
ipe (1) SNMP public access ud 32 8101%
SETEE O P i . Leak SNMP request udp
src_ip (8) WEB-CGI /cgi-bin/ access 31 7.848%
=LA . Leak SNMP request udp
src_port (n) (100) WEB-MISC cross...ipting attempt 13 3201% l
I . Leak SNMP request udp
WEB-MISC hitp __.tory traversal 11 2785% I
Other interesting fields (11) d ad S SMB-DS % unicod
NETBIOS SMB-DS.. de share access 6 1519% | nand Decode NETEIOS SMB-DS IPCS unicode share access
DgmLen () (=100) . a -~ =
COMMUNITY WEB-PHP XSS attempt 4 1013% | -eak SNMF public access udp
ID (n) (=100}
WEB-CGI admento...min.asp access 3 0.759% | Leak SNMP request udp
index (1)
MS-SQL ping attempt 3 0759% | Leak SNMP private access udp
IpLen
IOEMI AN AR AN Fa ik snat I AIEFAFVATER ialls Dad Traf J—— -

Fertig
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- KnowchooseReport on top values overall
- Call your Chart Title&Snort Top messages overall

Report Builder - Snort - Splunk 4.1beta (77251) - Moxzilla ﬁ_@@u

| { http://10.1.1 172:8000/en-US/app/Snort/report_builder_format_report?base_sid=1269512752.186&sid=1260513353.191

|| 1: Define report content > 2: Format report

L= T =T ~ T ¢«

~ Chart

= Formatting options

Chart type Format
pie E General | X-axis | Y-axis
Chart title Legend placement
Snort Top messages overall Top E

Snort Top messages overall

other (12}

COMMUNITY WEB-PHP XSS attempt

METBIOS SMB-DS IPCS unicode share access
WEB-MISC hitp directory traversal

WEB-MISC cross site scripting attempt

'WEB-CGI /cgi-bin/ access
SNMP reguest udp

SNMP public access udp

COMMUNITY SIP TCP/P message flooding directed to SIP proxy

Ubertragen der Daten von 10.11.172...

- Pressthe button 6Saveé and chos&fSave Report.a

w Report Builder - Snort - Splunk 4.1beta (77251) - Mogzilla Fir

> http:f/lU.ll.l?l:&ﬂUUfan-USfappf’Snortlreportﬁbu|Iderjormat7report?basejd:ll&ﬂf‘ G

Save Report

Name

Snort Top messages overall

Search

index="snort" snort_priority="""snor_message=""
snort_classification=""" | top snoi_message limit=10000

m

Description {optional)

Snort Top messages overall

Time range
Start time (optional) Finish time (optional)
-24h@h now

“1d'is & day ago. “45m’is 45 minutes ago.
Tirme specifiers: y, mon, d, h, m, s

Schedule and alert
[T Schedule this search

Fertig

- Name the Save Repainort Top messages overalnd save it.
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- Third search is also a reporthe search isdindex="snort" snort_priority="*" snort_message="*"
snort_classification="*t Go to the left sight from the windows and press the fields theright from
snort_priority the button and chosedtop values by timé save your report asSnort Prioritys in the
last 24 Hour&(see the picture how its looks like

© SPP, Lésungen im Team Seitel19/24






