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Executive Summary
This document describes the deliverable D5.5 Report on Coding Policies for Time-Predictability of
work package 5 of the T-CREST project, due 27 months after project start as stated in the Description of Work. The deliverable describes the guidelines and restrictions on coding to produce code
with stable and analysable timing that performs well in the worst case. We study existing software
development guidelines that are currently in production use and identify coding rules that might ease
a static timing analysis of the developed software. Additionally, we present a novel coding policy
that restricts the dependencies of control-flow decisions on input data and ensures that all loops are
analysable by means of static analysis techniques.
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1

Introduction

Embedded hard real-time systems need reliable guarantees for the satisfaction of their timing constraints. Experience with the use of static timing analysis methods and the tools based on them in
the automotive and the avionics industries is positive. However, both, the precision of the results
and the efficiency of the analysis methods are highly dependent on the predictability of the execution
platform [4] and of the software run on this platform.
In this report, we concentrate on the effect of the software on the time predictability of the embedded
system. We study existing software development guidelines that are currently in production use and
identify coding rules that might ease a static timing analysis of the developed software. Such coding
guidelines are intended to lead the developer to producing – among others – reliable, maintainable,
testable/analysable, and reusable software. Code complexity is also a key aspect due to maintainability and testability issues. However, existing coding rules are not explicitly intended to improve the
software predictability with respect to static timing analysis.
In the first part of this report, we present a novel coding policy that does not restrict the developer
by disallowing programming idioms but instead requires that certain control-flow decisions must
not depend on input-data. This restriction is only meaningful if a sound and precise definition of
input-data dependence is used, which is developed in the course of this report. The resulting coding
policy is easy to enforce, even in a modular development process, and guarantees that loop bounds
are always found by means of static analysis.
In the second part, based on our experience of analysing automotive and avionics software, we provide additional means to increase software time predictability. Certain information about the program behaviour cannot be determined statically just from the binary itself (or from the source code,
if available). Hence, additional (design-level) knowledge about the system behaviour would allow
for a more precise (static) timing analysis. For instance, different operating modes of a flight control
unit, such as plane is on ground and plane is in air, might lead to mutual exclusive execution paths
in the software system. By using this knowledge, a static timing analyser is able to produce much
tighter worst-case execution time bounds for each mode of operation separately.
The rest of this document is structured as follows. Section 2 presents coding policies that allow
automated path analysis. In Section 3 we discuss coding policies that improve the analysability of
tasks. In Section 4 we briefly summarise existing practises from our industry partners. Section 5
documents how we met the WP 5 requirements, and Section 6 concludes this report.
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2

Coding Policies for Automated Path Analysis

In safety-critical real-time systems, we need sound and precise predictions of the system’s timing
behaviour to verify its correctness. In order to ensure the final system will meet its deadlines and
to reduce the cost of certification, it is highly desirable to perform automated analyses routinely
during development. Existing guidelines from the safety-critical domain already mandate that it is
possible to run certain analyses automatically on production code [14]. For time-critical systems, the
development tool chain thus should be able to perform Worst-Case Execution Time (WCET) analyses
in an automated way, and provide feedback to the developers of the system.
One approach to ensure analysability is to use the WCET analysis tool as a decision procedure that is
run at regular intervals and determines whether a program fragment is analysable. If the WCET analysis tool is able to derive a (sufficiently precise) WCET bound, the software is taken to be analysable.
If the analysis fails, the feedback of the analysis tool (i.e., error messages) is used to improve the
analysability of the system. This strategy needs no additional tool support, but appears to be inadequate in a modular development process. On the one hand, the provider of a module or library is
usually not aware in which ways the software provided to the client will be used, and thus can only
ensure the analysability of certain usage scenarios. On the other hand, the client of the library might
not be aware of the preconditions that need to be met in order to ensure that the functions provided
by the library are analysable, or how to meet these preconditions. Due to this limitations, we are
interested in alternative approaches that provide direct guidance to ensure the analysability of the
system.
There are several software guidelines for safety-critical software that forbid certain constructs known
to be problematic, such as loop bounds depending on the comparison of floating point variables
[1]. These guidelines are certainly helpful, but do not offer constructive advise either. A draconian
restriction that ensures that WCET analysis can be automated is to require a constant iteration count
for all loops, and forbid recursive function calls. In theory, it is always possible to construct realtime tasks in this way, as all loops need to be bounded by a constant in order to calculate a WCET
bound. This restriction however inhibits code reuse, as it is common that library functions feature
loop bounds that depend on parameters provided by the client. For example, the loop bound of a
routine that copies bytes from one memory area to another, or of a routine that searches for a key in
an array, will vary between different call contexts.
The starting point for our approach is the observation that the control-flow of single-path code [22]
can be analysed in a precise and automated way, by simply observing the execution trace. The characteristic property of single-path code is that all control-flow decisions are input-data independent, and
thus do not depend on the state of the program or the system’s environment. This observation suggests that investigating input-data dependencies might provide the right guidance for the construction
of analysable systems. The following questions are of particular interest in this respect:
1. What is an sufficiently precise definition of input-data dependency that permits modular analysis?
2. Is there a code property based on data dependencies that is less restrictive than single-path, but
still guarantees that automated control-flow analysis is feasible?
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constant c;
i n p u t s i1 , i2 ;
i f ( i1 ) { x = c ; f ( x ) ; }
e l s e { x = i2 ; g ( x ) ; }
h (x ) ;

(a) Source

B1 : p = ¬i1
b r p, B3 , B2
B2 : x1 = c
f ( x1 )
b r B4 ;
B3 : x2 = i2
g ( x2 )
B4 : x3 = φ ( B2 → x1 ,
B3 → x2 )
h ( x3 )

(b) SSA Representation

B1 : p = ¬i1
b r p, B3 , B2
B2 : x1 = c
f ( x1 )
b r B4 ;
B3 : x2 = i2
g ( x2 )
B4 : x3

(
x2 if p
= γ(x1 , x2 ;
x1 if ¬p

)

(c) TGSA representation

Figure 1: Example illustrating input-data dependencies in an acyclic CFG (a) Different definitions of
x should be distinguished, because the argument of g is input-data dependent, where as the argument
of f is not (b) The SSA representation distinguishes different definitions of x, but does not model the
control dependency between x3 and i1 (c) In the TGSA representation, the dependency between x3
and i1 is made explicit in the argument of the γ instruction
3. What preconditions are sufficient to ensure that the compiler is able to generate single-path
code? Is it possible to ensure these conditions in a modular development process?
In the following, we extend our previous work [15] to address these questions. We start by deriving
a precise definition of input-data dependencies, and an algorithm to compute these dependencies.

2.1

Precise Input-Data Dependencies

The purpose of an input-data dependency analysis is to decide which variables depend on values
that are not in control of the analysed program, and to identify control-flow decisions that do not
depend on input data. Input-data dependent values include values obtained from the environment
(e.g., by sensors) as well as values that depend on the timing and behaviour of other tasks (e.g.,
shared variables). Due to the inherent limitations of static analysis techniques, it is necessary to
approximate the property of being input-data dependent for practical purposes. In particular, we will
not consider independence due to the semantics of arithmetic operations in this work. For example,
if z is defined as by a statement z = input * (y & 1) , we always assume that z depends on
input, although this is not necessarily the case if the set of possible values for y is restricted.
A modular way to model input-data dependence is to define a dependency relation between variables.
It is advisable to distinguish distinct definitions of variables that share the same name (Figure 1a).
The most straight-forward way to achieve this is to use a program representation in Static Single
Assignment (SSA) form, where every variable is defined exactly once (Figure 1b).
We focus on the intra-procedural problem without access to global memory first. In the absence of
loops, each variable is assigned exactly once during execution, and thus the value assigned to the
variable is determined by some of the procedure’s inputs and parameters. This observation suggests
that it should be possible to compute the value assigned to a variable if all of its dependencies are
known. In the presence of loops, the right choice for the dependency definition is less obvious, as
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sensor input i;

B0 : y0 = i ;
x0 = 0 ;
/ / read from s e n s o r
B1 : x1 = φ ( B0 → x0 ,
unsigned x = 0 ;
B2 → x2 )
unsigned y = s e n s o r ( ) ;
y1 = φ ( B0 → y0 ,
B2 → y2 )
/ / e x c h a n g e x and y
c = y1 > 0
while ( y > 0) {
b r c, B2 , B3
x = x + 1;
B2 : x2 = x1 + 1
y = y − 1;
y2 = y1 − 1
}
b r B1
z = x;
B3 : z = φ ( B1 → x1 )

(a) Source Code

(b) SSA Representation

B0 : y0 = i ;
x0 = 0 ;
B1 : x1 = µ ( x0 , x2 )
y1 = µ ( y0 , y2 )
c = y1 > 0
b r c, B2 , B3
B2 : x2 = x1 + 1
y2 = y1 − 1
b r B1
B3 : z = η ( x1 ; c )

(c) TGSA representation

Figure 2: This example illustrates input-data dependencies and loops (a) Note that the final value of
x only depends on the initial value of y (b) The SSA representation is loop-closed: the definition of
z in the exit block B3 uses a φ node to explicitly merge the variable x1 leaving loop B1 (c) The value
of z is determined by the number of times the loop B1 is executed. This dependency is made explicit
in TGSA form, in the third argument of the η node
different values might be assigned to a variable in different loop iterations. Therefore, the value
assigned to a variable inside a loop not only depends on inputs, but might also depend on the current
iteration count of one or more loops that include the definition of the variable. The number of times
a loop is iterated in turn depends on certain conditions that are computed in each loop iteration. For
example, in Figure 2, the value assigned to x1 depends on the current loop iteration, but not on any
input. The value of z, however, and hence the maximal value of x1 , depend on the number of times
the loop body is executed, and in turn on y0 and i. In summary, the dependencies relation should
be chosen in such a way, that the value assigned to some variable is determined by the current loop
iteration count and the value of its dependencies prior to the assignment.

2.1.1

Static Single Assignment Form and Program Dependence Graphs

We now turn to a formal definition of input-data dependencies, and suitable program representations
that capture these dependencies. In SSA form, so called def-use dependencies are represented in an
explicit way. If xn+1 is defined as xn+1 = f (. . . , xi , . . .), then xn+1 depends on the definition of xi ,
and, by transitivity, on all variables xi depends on. The example in Figure 1 illustrates that def-use
dependencies are not sufficient to capture input-data dependencies, however. Although the value
assigned to x3 clearly depends on i1 , the transitive closure of the def-use dependency relation does
not include this dependency. Therefore, while the SSA representation is a suitable starting point,
additional information is needed to take to take dependencies between conditional branches and φ
nodes into account.
A well-known program representation that accounts for control-flow dependencies is the Program
Dependency Graph (PDG) [8]. It has been successfully used for program slicing, a technique that
removes parts of the program that do not influence a property of interest. In the PDG representation, a
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definition is control dependent on a branch condition if the condition influences whether the definition
might be executed. More precisely, a statement in a basic block Bj is control dependent on the
conditional branch defined in basic block Bi if
1. there is one successor of Bi that is post-dominated by Bj (the corresponding edge forces the
execution of Bj )
2. there is one successor of Bi that is not post-dominated by Bj (the corresponding edge may
avoid the execution of Bj )
Equivalently, Bj is control dependent on Bi if Bi is in the post-dominance frontier of Bj [6].
While control dependencies have their applications, we argue that they are not a suitable formalism
for precise input-data dependencies. According to definition of control dependencies, a variable
depends on all control-flow decisions that influence whether the definition might be executed. Control
dependencies do not take the value assigned to a variable into account, and consequently it is ignored
whether the control dependencies of a variable have any influence on its value at runtime. In the
example from Figure 1, x1 has a control dependency on the condition of the branch, and hence on
i1 , although the value assigned to x1 is a constant. For this reason, we propose a different definition,
based on a gated program representation.
2.1.2

The Thinned Gated Single Assignment Form

The input-data dependency analysis presented here builds on a variant of the TGSA program representation [12]. Gated representations such as TGSA have been used to perform program analysis
by means of backward substitution, a problem that is conceptually similar to chasing dependencies
[28]. The TGSA representation can be realised as an extension of the Loop-Closed SSA (LCSSA)
representation that is already available in the LLVM compiler framework. The LCSSA representation is an SSA program representation where all loops are natural and in canonical form. That is,
for every loop there is a unique preheader, header and latch. Additionally, the target of exit edges
(called exit blocks) always have exactly one predecessor inside the loop. In LCSSA form, every variable that is defined inside a loop is used only in well-defined instructions outside the loop, namely
as the only argument to a φ node located in an exit block of the loop (loop-closed property). For
reducible Control-Flow Graphs (CFGs), the properties required by the LCSSA form are easily established by standard program transformations; in the presence of irreducible loops, more sophisticated
preprocessing steps (such as case splitting) are necessary.
In our TGSA representation, there are three distinct types of instructions that correspond to φ nodes:
µ nodes The instruction µ(x1 , x2 ) is always defined in the header of a loop L, and takes two variables
as arguments. The first argument needs to be defined outside the loop L, whereas the second
argument needs to be defined in a member of L. Semantically, a µ node evaluates to the value
of the first argument in the first iteration of the loop. In subsequent iterations, it evaluates to
the value of the second argument in the previous loop iteration. In LCSSA form, header nodes
have exactly two predecessors, the preheader defined outside the loop, and the latch defined
inside the loops. Therefore, all φ nodes located in loop headers correspond to µ nodes.
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η nodes The instruction η(x1 , E[p1 , . . . , pn ]) is always defined in an exit block of the loop L that
defines x1 . The η instruction selects the value assigned to x1 in the last loop iteration. The
number of loop iterations of L is determined by the expression E[p1 , . . . , pn ], that references
predicates p1 through pn defined inside L. The expression E evaluates to true in the last
iteration of L, and to false in previous iterations. The expression E is represented as a
decision diagram, a Directed Acyclic Graph (DAG) where inner nodes correspond to decisions,
and leaves correspond to values the expression may evaluate to. In LCSSA form, all φ nodes
in exit blocks correspond to η nodes.
γ nodes The instruction γ(x1 , . . . , xn ; D[p1 , . . . , pn ]) selects one of the reaching definitions x1 to xn ,
depending on the expression D[p1 , . . . , pn ]. Whereas in SSA form, the last executed basic block
determines which definition is selected, in the TGSA representation this selection is determined
by the values of the Boolean variables p1 to pn . The last argument D[p1 , . . . , pn ] is represented
as a decision diagram. The inner nodes of the decision diagram are the branch conditions p1
through pn , and its leaves reference the reaching definitions x1 to xn . Semantically, the γ node
evaluates the decision diagram D, and returns the value of the matching reaching definition xi .
Starting from the LCSSA representation, all φ nodes that are neither µ nor η nodes are replaced
by γ nodes. Note that all Boolean variables pi need to be defined in the same loop as xi . In
order to allow predicates from inner loops, that are necessary to support multiple exit nodes,
those predicates are converted to the outer loop level by means of η functions.
Example 1. The example in Figure 1c features a γ node that either selects x1 or x2 , depending on
the value of the Boolean variable i1 . In Figure 2c, there are two µ nodes in the TGSA representation,
that select x0 and y0 in the first iteration of B1 , and x2 and y2 in subsequent loop iterations. There is
also one η node, that selects the value assigned to x1 in the last iteration of B1 .
For the construction of the TGSA form, every φ node is replaced by a µ, η or γ node, depending on
the basic block it is defined in. Second, the decision diagrams for η and γ nodes are computed by
inspecting the CFG. The algorithm to compute the decision diagrams operates on the acyclic forward
CFG; it is based on the algorithm presented in [12], but visits every basic block only once, using a
topological order traversal.
We first describe the algorithm for γ nodes. The basic blocks that are direct predecessors of the
block that defines the γ instruction are associated with expressions that evaluate to the corresponding
reaching definition. These expressions constitute the leaves of the final decision diagram. Starting
from the direct predecessors, all basic blocks reachable in the forward CFG using the predecessor
relation are visited in reverse topological order, up to the immediate dominator of the φ node. For
each block visited, we inspect the the decision diagrams that are associated with its successors, that
have been visited before. If the same decision diagram D is associated with all visited successors,
the block is associated with D as well. Otherwise, a new diagram is build, with the block’s decision
as root node, and the decision diagrams associated with the successor blocks as children of the root
node. Finally, the decision diagram associated with the immediate dominator of the γ node provides
the expression to select matching reaching definitions.
Example 2. The decision diagram for x3 in Figure 1b is computed as follows. First, we inspect the φ
instruction defined in B4 , and associate B2 with x1 and B3 with x2 . B1 is a predecessor of B2 in the
(forward) CFG, and thus visited next. As the expressions associated with B1 ’s successors B2 and B3
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are not equivalent, a new decision diagram for B1 is created. Its root is labelled with p and the two
successors of the root node are the leaf nodes associated with B2 (labelled with x1 ) and B3 (labelled
with x2 ). Now we note that B1 is the immediate dominator of B4 , and thus the decision diagram
associated with B1 determines which definition reaches x3 . This decision diagram is subsequently
used to defined the γ node in the TGSA representation in Figure 1c.
For η nodes (loop decision diagrams), a similar algorithm is employed. In this case, the traversal
starts from the loop’s latch and from the exit blocks of the loop. The decision diagrams of exit blocks
are leaves that represent loop exit, and the one associated with the latch is a leaf that represents
another loop iteration. The rest of the construction works the same way as for γ decision diagrams,
and proceeds until the loop header is reached. The last argument to η nodes in exit blocks of the loop
is set to the decision diagram for the loop header.
2.1.3

Input-Data Dependency Graphs

In order to provide a rigorous definition of input-data dependencies, we first present an executable
semantics of programs in TGSA form, defined in Table 1. The evaluation function I computes
the value of a variable in a given loop context by backward substitution. The loop context C is a
sequence of loop iteration counters, one for every loop the definition is enclosed in. The evaluation
of ordinary functions and γ nodes is straight forward. For µ nodes, the variable defined outside the
loop is computed in the first loop iteration, and the variable defined in the previous loop iteration is
computed otherwise. For η nodes, the index of the last loop iteration (i.e., the least index such that
the loop decision diagram evaluates to false) is computed. The η node then evaluates the value of
its first argument in the last loop iteration.
Input-data dependencies are defined in terms of a directed graph, using the executable semantics in
Table 1. In the graph, there is an edge from every variable to its direct dependencies. If there is
a path from x to y in the input-data dependency graph, then x may depend on y, otherwise x is
independent from y. For instructions xn+1 = γ(x1 , . . . , xn ; D[p1 , . . . , pn ]), xn+1 depends on each
of the reaching definitions xi (φ dependency), and on each of the predicates pi (γ dependency). For
every definition x2 = η(x1 , E[p1 , . . . , pn ]), x2 depends on the predicates pi that determine the number
of loop iterations (η dependency) and obviously on x1 as well (def-use dependency). For all other
instructions, if xi is referenced in the definition of the variable xn+1 , xn+1 depends on xi (def-use
dependency).
Example 3. The input-data dependency analysis is demonstrated by means of a slightly larger example in Figure 3. The CFG in TGSA form is shown in Figure 3c, and includes two decision diagrams,
one for the loop exit condition of the only loop, and one for the γ node that defines r5 . Figure 3b
illustrates the dependency graph for the example. The final value r5 depends on all three inputs, as
expected, where as the values computed for the else branch (r3 and r4 ) only depend on B and C.
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Type

Definition

Semantics

instruction xn+1 = f (x1 , . . . , xn )

xn+1 = γ(x1 , . . . , xn ;
D[p1 , . . . , pm ])

γ node

I(xn+1 , C) = f (I(x1 , C), . . . , I(xn , C))


I(x1 , C) if s = x1
.
I(xn+1 , C) = ..


I(xn , C) if s = xn
where s = D[I(p1 , C), . . . , I(pm , C)])
(
I(x1 , C)
I(x3 , C ·hcn i) =
I(x2 , C · hcn − 1i)

µ node

x3 = µ(x1 , x2 )

η Node

x2 = η(x1 ; E[p1 , . . . , pm ])

if cn = 0
if cn > 0

I(x2 , C) = (
I(x1 , C · hLB(C, 0)i)
LB(C, i + 1) if p(i)
LB(C, i) =
i
if ¬p(i)
where p(i) = E[I(p1 , C · hii), . . . , I(pm , C · hii)]

Table 1: Executable semantics for program representation in TGSA form
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i n t f ( i n t A, i n t B , i n t C ) {
B1 : p1 = A == 0
b r p1 , B8 , B2
B2 : r1 = φ ( B1 → 0 , B5 → r2 )
p2 = r1 > C
i n t f ( i n t A, i n t B , i n t C ) {
b r B3 , p2 , B5
int r ;
B3 : p3 = r1 ≥ B
i f (A == 0 )
A
B
C
{
b r p3 , B6 , B4
DU
r = 1;
DU
DU
DU
B4 : t0 = r1 ∗ 2
}
t0
t1 = B + 10
else
p1
p3
p2
DU
{
p4 = t0 ≥ t1
r = 0;
p4
b r p4 , B7 , B5
while ( 1 )
B
:
r
=
r
+
1
5
2
1
{
DU
b r B2
i f ( r > C)
B2
{
B6 : r3 = φ ( B3 → r1 )
η
i f ( r >= B | |
γ
b r B8
η
2 * r >= B+ 1 0 )
B
:
r
=
φ
(
B
→
r
)
7
4
4
1
η(p3 ; B2 )
break ;
b r B8
}
η(r1 ; B2 )
r = r + 1;
B8 : r5 = φ(B1 → 1, B6 → r3 ,
γ
}
B7 → r4 )
}
r3
r4
φ
r
e
t
u
r
n
r5
return r ;
r
5
}
}
φ

(a) Example Program Source

(b) LCSSA Representation

(c) Input-Data Dependency Graph

f(A,B,C)
B1 : p1 = A == 0
br p1 , B8 , B2

B6 : r3 = η(r1 ; B2 )
br B8

B7 : r4 = η(r1 ; B2 )
br B8

B8 : r5 = γ(Γ1 )
return r5

Γ1
B2 : r1 = µ(0, r2 )
p2 = r1 ≤ C
br p2 , B5 , B3

p1
1

B3 : p3 = r1 ≥ B
br p3 , B6 , B4
B4 : t0 = r1 * 2
t1 = B + 10
p4 = t0 ≥ t1
br p4 , B7 , B5
B5 : r2 = r1 + 1
br B2

η(p3 )
r3

r4

B2
p2
p3

Latch

p4

Exit
Exit

Latch

(d) TGSA representation

Figure 3: This example illustrates our input-data dependency analysis. The TGSA graph includes
decision DAGs that select the reaching definition at r5 (Γ1 ) and decide whether the loop is terminated
(B2 ). The input-data dependency graph illustrates that r3 and r4 depend on B and C, but not on A.
For brevity, dependencies on r1 and r2 are not shown.
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2.1.4

Global Memory and Function Calls

In order to implement a full-featured dependency analysis, it is necessary to deal with function calls,
and with programs that use global memory, discussed next. Global memory is read using load
instructions, and modified using store instructions. Global variables are accessed and modified
using load and store operations as well, as usual in low-level program representations. The
result of a load instruction depends on the dereferenced pointer, as well as on the contents of the
possibly accessed memory locations. store instructions modify one out of several possible memory
locations; the modification depends both on the value of the pointer and the value that is written to
memory.
One approach to deal with global memory is to extend SSA to keep track of changes to memory. Similar to scalar variables, the value of a variable stored in global memory depends on different inputs
at different program points, and might depend on loop iteration counts and on branch conditions. In
order to integrate global memory into SSA form, it is thus necessary to distinguish the memory state
at different program points, and explicitly merge the state of memory at control-flow join points. An
example of this approach is the store dependency graph introduced in [29], a gated program representation similar to TGSA that explicitly models requests and modifications to the store. However, in
order to be useful for dependency analysis, the program representation also would need to distinguish
which parts of memory are affected by a store operation. As the set of memory locations possibly
referenced by a pointer is usually dynamic and context dependent, this is a difficult problem.
In our approach, we do not directly model memory modifications in TGSA form. Instead, we calculate the dependencies of memory locations in a separate pass, using a flow-insensitive dependency
model, and only consider load instructions during the TGSA-based input-data dependency analysis.
The dependencies of a memory location are computed by first identifying all store instructions that
might modify the memory location, using a standard alias analysis. In addition to both arguments
of all store instructions that might modify the memory location, the value stored in the memory
location also depends on all control-flow decisions that influence which store instruction is executed.
Therefore, the value of a memory location depends on all control dependencies of all store instructions that might modify it. Furthermore, memory locations that might be subject to volatile accesses,
or might be modified in concurrent tasks, are always considered to be input-data dependent. Finally,
before the input-data dependency analysis, the set of memory locations possibly accessed by load
instructions is determined. In addition to the pointer that is dereferenced, load instructions depend
on all memory locations possibly accessed.
For interprocedural analysis, instructions of the form xn+1 = call(f , x1 , . . . , xn ) need to be
supported. Here, f has function type, and x1 through xn are the functions arguments. Two extensions
to the intra-procedural model are necessary: on the one hand, we need to calculate the dependencies
of xn+1 , and on the other hand, the dependencies of a variable in a function f needs to account
for all call instructions that might invoke f . In addition to the function f and the arguments x1 to
xn , the result of a call instruction might depend on load instructions. This kind of dependency is
taken into account by adding all possibly accessed memory locations MemDeps(f, x1 , . . . , xn ), that
might influence the result of a call instruction to the set of dependencies of xn+1 . The interprocedural
dependencies of a variable defined in a function f are obtained by identifying all call sites of f , and
adding dependencies between the formal parameters of f and the actual ones at the call sites. As
usual, context dependent analyses are realised by means of call strings.
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A[x1 := constant] ≡
A[x1 := input] ≡
A[xn+1 := primop(x1 , . . . , xn )] ≡

xn+1

x1 = IDI
x1 = ID
G
=
xi
1≤i≤n

A[x3 := µ(x1 , x2 )] ≡

x3 = x1 t x2
G
x2 = x t
pm

A[x2 := η(x1 , E[p1 , . . . , pm ])] ≡

1≤i≤m

A[xn+1 := γ(x1 , . . . , xn , D[p1 , . . . , pm ])] ≡

xn+1 =

G
1≤i≤n

A[xn+1 := call(f, x1 , . . . , xn )] ≡

xn+1 = f t

G
1≤i≤n

G

xn t

1≤i≤m

G

xi t

pm
mi

mi ∈MemDeps(f,x1 ,...,xn )

G

A[Pi ] ≡

xi

xi ∈args(Pi )

A[x2 := load(x1 )] ≡

G

x2 = x1

mi

mi ∈MemLocs(x1 )

Figure 4: Dataflow equations for input-data dependence analysis

2.1.5

Input-Data Dependence Analysis

In previous works, input-data dependence was defined in terms of dataflow equations. Although it is
straightforward to find the equations corresponding to our input-data dependency model, we provide
them here for completeness. The operator A maps each statement, formal argument and memory
location to one dependency equation. Following [10], the domain of the analysis is the semi-lattice
{ID, IDI}; that is, definitions are either classified as being input-data independent (IDI), or being
possibly input-data dependent (ID). A variable depends on two or more other variables is input-data
independent only if all variables it depends on are; we therefore define ID t IDI = IDI t ID = ID.
A variable xi is known to be input-data independent if the solution to the data-flow equations listed
in Figure 4 gives xi = IDI. The last three equations deal with interprocedural analysis and global
memory access. The expression args(Pi ) takes a formal argument Pi to a function f (. . . , Pi , . . .),
and evaluates to the set of all actual arguments xi for each call site xn+1 = f (. . . , xi , . . .). The expression MemDeps(f, x1 , . . . , xn ) evaluates to all memory locations that might influence the result of
a function call call(f, x1 , . . . , xn ). The expressions MemLocs(x) evaluates to all memory locations
the pointer x might point to. The equations for a memory location m are determined in the following
way: if m might be accessed in a non-predictable way, it is equated with ID. Otherwise, it is the join
of all data and control dependencies of all store operations that might modify m.
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2.1.6

Related Approaches

The program dependence web [21] combines a gated SSA representation with the PDG representation, complementing the selection of reaching definitions by “switches” that control whether a
statement is executed. This program dependence web permits demand-driven execution, and would
thus also be a well-suited representation for input-data dependence analyses. A different extension
of SSA is the value dependency graph [29], that takes storage (or any other side effect) into account,
by introducing explicit ordering dependencies between statements with side effects. This approach
would increase the precision of our analysis for global variables, but it is not clear how to deal with
possibly aliasing pointers in the general case.
Input-data dependency analysis in the context of real-time systems has been studied in [10], where it
is used to guide the single-path transformation. In this article, input-data dependence is formalised
as a system of dataflow equations, that relate variables which are either data or control dependent,
similar to the dependency relation induced by a PDG. This previous input-data dependency analysis
classifies all definitions and conditions in a basic block as input-data dependent, if some input data
controls whether the basic block might be executed. As argued before, this is not a sufficiently precise
notion of input-data dependence, as even constants might be classified as input-data dependent.
A problem area that benefits from input-data analysis is security analysis, where one tries to prove
that certain variables or decisions do not depend on user input, or that there is no information leakage
[11]. One approach in this area that is closely related to ours is that of Scholz, Zhang and Cifuentes
[24]. It builds on augmented SSA graphs, a program representation that is similar the TGSA form.
The authors define input-data dependence in terms of properties of this SSA graphs, and use dataflow
equations to determine whether a variable is input-data dependent. Their definition of input-data
dependency, however, is different, and not founded by semantic arguments. The authors posit that
it is sufficient to consider forward control-dependencies (corresponding to γ dependencies) and socalled loop-control dependencies (µ nodes depend on branches inside the loop that if one branch
target is an exit block). This dependency definition is not comprehensive, however, as the example
in Figure 3 demonstrates: B2 is neither a forward-control dependency, nor is one of its successors
outside the loop, and thus it is not considered to be a control dependency. The approximation based
on the post-dominance property that is used in their implementation suffers from the same correctness
problem.
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2.2

Code Guidelines based on Input-Data Independence

The inability to predict the success of loop bound analyses is a major obstacle for the construction of
systems that are independent of analysis annotations provided by human experts. While for arbitrary
code, there is little hope to find all necessary flow facts automatically, the situation is different if the
implementation has to follow certain rules. For example, for single-path code, all necessary flow facts
including loop bounds can be obtained by simply executing the program and recording the execution
trace. Because the maximum time necessary to execute a real-time task needs to be bounded, there
are input-data independent bounds on the the maximum number of iterations for every of the task’s
loops. As a consequence, every real-time task can be transformed to single-path form [23].
However, the single-path policy is sometimes perceived to be too restrictive, as it does not allow
any input-data dependent control flow at all. Moreover, we are interested in a property that ensures
that single-path conversion is possible without additional loop bounds that need to be provided by
the software developer. The two classes of programs that we are now going to introduce rely on a
precise definition of input-data independence, and permit automated control-flow analysis just as the
single-path policy does.
Definition 1. The class of programs with input-data independent loop counters consists of those programs, where for every loop and any context, the number of loop iterations is input-data independent.
According to the semantics of the TGSA representation, loop bounds are solely determined by the
predicates that appear in the inner nodes of loop decision diagrams. Therefore, if all predicates
that appear in loop decision diagrams are provably input-data independent, then the loop iteration
count of any loop is input-data independent. Note that the above is a formal code policy that is
less restrictive than single-path, as it does not ban the use of all input-data dependent control flow
decisions. For example, it is permissible to use state machines, without the need to transform the
corresponding dispatch table to non-branching code, as required by the single-path policy. The policy
is still sufficiently restrictive to guarantee that a simple and efficient form of abstract execution [9]
will find the flow facts necessary for bounding the execution time, as demonstrated in the next section.
A super class of these programs that enjoys similar properties, but is slightly harder to identify, is
obtained by relaxing the requirement that all predicates in a loop decision diagram need to be inputdata independent.
Definition 2. The class of programs with input-data independent loop bounds consists of those programs, where all loops are still bounded after replacing all input-data dependent branch conditions
with non-deterministic choice.
The intuition behind this second coding policy is that early-exit branches, which might reduce the
number of loop iterations for some input, are not crucial for determining a loop bound. In order to
identify such programs, consider the loop decision diagram E[p1 , . . . , pn ] associated with a loop, that
evaluates to true in the last iteration and to false in previous iterations of the loop. We construct
a new loop decision diagram E 0 [pσ1 , . . . , pσk ], where pσi is input-data independent, by universally
quantifying all input-data dependent predicates. If E 0 is satisfiable, and it can be shown that in any
context it evaluates to true eventually, the loop has an input-data independent iteration bound.
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int bsearch_dep ( int ar r [ ] ,
i n t N, i n t key )
{
int lb = 0;
i n t ub = N − 1 ;
w h i l e ( l b <= ub )
{
/* unsigned s h i f t */
i n t m = ( l b + ub ) >>> 1 ;
i f ( a r r [m] < key )
l b = m+ 1 ;
e l s e i f ( a r r [m] > key )
ub = m−1;
else
r e t u r n m;
}
r e t u r n −1;
}

(a) Dependent loop bound

int bsearch_ilb ( int arr [] ,
i n t N, i n t key )
{
int base = 0;

int bsearch_ilc ( int arr [] ,
i n t N, i n t key )
{
int base = 0;
i n t r = −1;

f o r ( i n t lim = N;
l i m > 0 ; l i m >>= 1 )
{
int p =
b a s e + ( l i m >> 1 ) ;
i f ( key > a r r [ p ] )
base = p + ( lim &1);
e l s e i f ( key == a r r [ p ] )
return p ;
}

for ( i n t lim = N;
l i m > 0 ; l i m >>= 1 )
{
int p =
b a s e + ( l i m >> 1 ) ;
i f ( key > a r r [ p ] )
b a s e = p + ( l i m &1)
e l s e i f ( key == a r r [ p ] )
r = p;
}
return r ;

r e t u r n −1;
}

}

(b) Independent loop bound

(c) Independent loop counter

Figure 5: Input-Data Dependence in different Binary Search variants
Example 4. As an example, compare the implementations of binary search given in Figure 5, assuming that the size of the array is input-data independent. All three implementations have a similar
worst-case performance, but different characteristics when it comes to loop bound analysis. The first
implementation (Figure 5a) requires a relatively complicated proof to establish the loop bound. In
contrast, we know that it is always possible to calculate the precise loop bound for the implementation in Figure 5c, as the number of times the only loop is iterated is input-data independent. The
implementation in Figure 5b is faster on average, as it uses an early-exit condition to leave the loop
if the key was found. This program has an input-data independent loop bound, that can be obtained
by abstracting the early-exit test and using the same technique as for the implementation on the right.

It is of utmost importance that the developer of the system can ensure that code adheres to a given
coding policy, in a systematic and modular way. To this end, the concept of input-data independence
needs to be taken into account when defining the interface of functions or modules. On the one hand,
the interface specification of a function should specify which parameters (and global variables) need
to be input-data independent. On the other hand, the caller of the function has to ensure that those
parameters which need to be input-data independent indeed are, possibly propagating dependencies
to its own input-data dependence specification. In the binary search example, the caller is obliged
to ensure that N is input-data independent. Using this assumption, the provider of the binary search
function can ensure locally that loop bounds are input-data independent.
Global variables tend to introduce global dependencies, and thus it is advisable to avoid controlflow dependencies on globals. If however there is at least one use that requires the data stored
in the variable to be input-data independent, modifications of this variable need to be restricted in
all parts of the program. In particular, to ensure that the content of a global variable is input-data
independent, it should not be modified by code that has input-data dependent control dependencies.
From a development perspective, it seems advisable to decide early which global variables need to
be input-data independent, and introduce automated checks that ensure that they indeed are.
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Finally, we note that programs that have input-data independent loop counts or loop bounds can
be converted single-path code in an automated way. Moreover, if loop bounds for every loop are
provided in the form of external annotations, every program can be transformed into one with inputdata independent loop bounds, using the loop conversion algorithm of [23]. Assume that a bound n,
that is input-data independent but not necessarily constant, is known for some loop. The conversion
algorithm introduces an additional loop counter, which is incremented by one in every loop iteration,
and ensures the loop is left after n iterations. As the value of this loop counter is clearly input-data
independent, a task will adhere to the policy if all problematic loops have been transformed in this
way.

2.2.1

Efficient Flow-Fact Calculation

In this section, we will demonstrate an efficient way to derive all necessary flow facts for tasks with
input-data independent loop bounds. Recall that for single-path code, all flow facts can be derived
automatically by executing the task, and recording the instruction trace. As there is only one trace,
counting the number of times a basic block is executed provides exact, absolute execution frequency
counts.
The basic idea is similar for code with input-data independent loop bounds. However, we need to
account for input-data dependent branch conditions, which result in more than one possible execution
path. Instead of exact, absolute execution frequencies, we need to obtain bounds on loop iteration
counts and on relative execution frequencies. The framework of abstract execution [9] provides all
necessary techniques for this analysis.
However, in our setting abstract execution is vastly simplified, as we do not deal with input-data
dependent variables at all. This allows to either preprocess the code eliminating all input-data dependent variables, or equivalently, us a flat abstract domain where an abstract value is either a concrete
one or >. Due to the removal of all input-data dependent assignments, it is not necessary to merge
the values of ordinary program variables at any point. Only loop counters used to extract relative loop
bounds need to be merged. This observation significantly reduces the complexity of the analysis.
Example 5. In Figure 6a shows the second binary search implementation from Figure 5c, with all
input-data dependent variables removed. The branches whose condition was input-data dependent
have been replaced by non deterministic branches, as the condition variable is no longer available.
In Figure 6b the instrumented program that is analysed to obtain the (context-dependent) loop bound
is shown.

Note that although we used the same programming language for the analysed input and the generated
program carrying out abstract execution in this illustration, in practice we analyse the program at a
lower representation level that is closer to the final executable. We believe that this form of abstract
execution will not have any scalability issues in practice, though experiments with large programs
have not been performed yet.
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i n t b s e a r c h _ i l b ( i n t _ [ ] , i n t N, i n t _ )
{
i n t lim , _ c o u n t e r ;
i n t b s e a r c h _ i l b ( i n t _ [ ] , i n t N, i n t _ )
{
i n t lim ;
lim = N;
while ( lim > 0)
{
if (?)
;
else if (?)
return ? ;
l i m >>= 1 ;
}
return ? ;
}

(a) Abstracted Binary Search

lim = N;
_counter = 0;
loop1 :
while ( lim > 0)
{
_ c o u n t e r ++;
if (?) {
r e c o r d (CONTEXT, l o o p 1 , _ c o u n t e r ) ;
return ? ;
}
l i m >>= 1 ;
}
r e c o r d (CONTEXT, l o o p 1 , _ c o u n t e r ) ;
return ? ;
}

(b) Instrumented non-deterministic program

Figure 6: Control-flow analysis of input-data independent parts of the program
2.2.2

Discussion and Examples

The crucial question deciding the acceptance of the coding policies presented here is whether they
are too restrictive for practical purposes. To this end, we argue that many algorithms we believe to
be useful in typical hard real-time systems can indeed be designed to follow the policy in a natural
way. Furthermore, it is possible to transform manually annotated loops into loops with an inputdata independent loop bound. While this does not solve correctness and maintainability problems of
annotations, it shows that all tasks can be written in a way adhering to the policy.
In the following, we discuss several important classes of algorithms in the context of input-data
independent loop counters and loop bounds.
Digital Signal Processing Many algorithms used in digital signal processing do have natural single
path implementations, given fixed array, matrix and block sizes. Examples include matrix multiplication, the discrete cosine transform (DCT), the discrete Fast Fourier Transform (FFT) and Finite
Impulse Response (FIR) filters. The symbolic loop bound for FFT, for example, is not trivial to find.
Given an input-data independent block size, however, the abstract execution technique suggested here
determines precise loop bounds and relative execution frequencies, taking non-rectangular loop nests
into account. For single-path algorithms, the complexity of calculating a loop bound is comparable
to the complexity of simply executing the program.
Search and Sort Binary search has already served as an example to illustrate input-data independent loop counters (Listing 5). Insertion Sort and iterative variants of Merge Sort are sorting
algorithms which use input-data independent loop counters if the size of the array to be sorted is
input-data independent. This is not the case for Quick Sort, but this sorting algorithm is not suitable
for hard real-time systems anyway, due to its poor worst-case performance.
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State Machines State machines, which perform different actions depending on the current state,
incur a high overhead when transformed to single-path code. This is because the actions of every
state have to be carried out to conform to the single-path requirement. With the less restrictive policy
presented here, if the loop counters in each action are input-data independent, state machines still
may use dispatch tables.
Data structures with dynamic size The number of loop iterations of algorithms operating on data
structures with a variable number of elements are usually bounded relative to the current size of the
data structure, not relative to their maximal capacity. For these algorithms, it is necessary to use
WCET-oriented variations of the algorithms, which are tailored towards the worst-case when the size
reaches the data structures capacity. As it is necessary to distinguish undefined and defined entries,
a certain overhead will be unavoidable here, and it still remains to be evaluated whether this is an
acceptable strategy.
An interesting open question is whether implementations which adhere to the proposed policy are
easier or more difficult to prove correct. As functional correctness is arguably even more important
than analysability, it would be a strong case in favour of the policy if this was the case. While we
do not know an answer in general, we note that the ability to detect loop bounds by means of static
analysis is also beneficial for other program analysis tools. In particular, bounded model checkers,
which are used to prove the absence of certain runtime errors (for example null pointer dereference
or out of bound array indices) need to know all loop iteration bounds.
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3

Coding Policies for Analysability

Section 3.1 briefly introduces static timing analysis and discusses challenges static timing analysis
has to face. Section 3.2 investigates existing coding guidelines for their prospects to aid software predictability and discusses further means to increase the predictability of embedded software systems.

3.1

Static Timing Analysis

Exact worst-case execution times (WCETs) are impossible or very hard to determine, even for the
restricted class of real-time programs with their usual coding rules. Therefore, the available WCET
analysers only produce WCET guarantees, which are safe and precise upper bounds on the execution
times of tasks. The combined requirements for timing analysis methods are:
• soundness – ensuring the reliability of the guarantees,
• efficiency – making them feasible in industrial practice, and
• precision – increasing the chance to prove the satisfaction of the timing constraints.
Any software system when executed on a modern high-performance processor shows a certain variation in execution time depending on the input data, the initial hardware state, and the interference
with the environment. In general, the state space of input data and initial states is too large to exhaustively explore all possible executions in order to determine the exact worst-case and best-case
execution times. Instead, bounds for the execution times of basic blocks are determined, from which
bounds for the whole system’s execution time are derived.
Some abstraction of the execution platform is necessary to make a timing analysis of the system
feasible. These abstractions lose information, and thus are – in part – responsible for the gap between
WCET guarantees and observed upper bounds and between BCET guarantees and observed lower
bounds. How much is lost depends on the methods used for timing analysis and on system properties,
such as the hardware architecture and the analysability of the software.
Despite the potential loss of precision caused by abstraction, static timing analysis methods are well
established in the industrial process, as proven by the positive feedback from the automotive and the
avionics industries. However, to be successful, static timing analysis has to face several challenges,
being discussed in the subsequent Section 3.1.2.
3.1.1

Tools for Static Worst-Case Execution Time Analysis

Figure 7 shows the general structure of WCET analysers like aiT, see http://www.absint.
com/aiT – this is the static WCET tool we are most experienced with. The input binary executable
has to undergo several analysis phases, before a worst-case execution time bound can be given for a
specific task1 . First, the binary is decoded (reconstruction of the control-flow). Next, loop and value
analysis try to determine loop bounds and (abstract) contents of registers and memory cells. The
(cache and) pipeline analysis computes lower and upper basic block execution time bounds. Finally,
1

A task (usually) corresponds to a specific entry point of the analysed binary executable.
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the path analysis computes the worst-case execution path through the analysed program (see [4] for
a more detailed explanation).
Legend

Input
Executable

Data
Phase

Control-flow
Reconstruction

Control-flow
Graph

Loop & Value
Analysis

Annotated
CFG

Architectural
Analysis

Path
Analysis

Basic Block
Execution Times

Integer Linear
Problem

ILP
Solver

WCET &
WCET Path

Figure 7: Components of a timing analysis framework and their interaction

3.1.2

Challenges

A static WCET analysis has to cope with several challenges to be successful. Basically, we discern
two different classes of challenges. Challenges that need to be met to make the WCET bound computation feasible at all are tier-one challenges. Tier-two challenges are concerned with keeping the
WCET bounds as tight as possible, e.g., to enable a feasible schedule of the overall system.
The used coding style is tightly coupled to the encountered tier-one challenges. Section 3.2 investigates whether coding guidelines that are in production use (indirectly) address such challenges and
whether they ease their handling. Section 3.2.3 provides means how to cope with tier-two challenges.
In the following, we discuss tier-one WCET analysis challenges.
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Function Pointers. Often simple language constructs do not suffice to implement a certain program
behaviour. For instance, user-defined event handlers are usually implemented via function pointers to
exchange data between communication library (e.g., for CAN devices) and the application. Resolving
function pointers automatically is not easily done and sometimes not feasible at all. Nevertheless,
function pointers need to be resolved to enable the reconstruction of a valid control-flow graph and
the computation of a WCET bound.

Loops and Recursions. Loops (and also recursions) are a standard concept in software development. The main challenge is to automatically bound the maximum possible number of loop iterations, which is mandatory to compute a WCET bound at all. Whereas often-used counter loops can
be easily bounded, it is generally infeasible to bound input-data dependent loops without additional
knowledge. Similarly, such knowledge is required for recursions.

Irreducible Loops. Usually, loops have a single entry point and thus a single loop header. However, more complicated loops are occasionally encountered. By using language constructs like the
goto statement from C or by means of hand-written assembly code, it is possible to construct loops
featuring multiple entry points. So far, there exists no feasible approach to automatically bound this
kind of loops [17]. Hence, additional knowledge about the control-flow behaviour of such loops is
always required.

3.2

Software Predictability

In this section we discuss existing coding standards and investigate rules from the 2004 MISRAC standard that are beneficial for software predictability. Thereafter, we describe how design-level
information can further aid static timing analysis.

3.2.1

Coding Guidelines

Several coding guidelines have emerged to guide software programmers to develop code that conforms to safety-critical software principles. The main goal is to produce code that does not contain
errors leading to critical failure and thus causing harm to individuals or to equipment. Furthermore,
software development rules aim at improved reliability, portability, and maintainability.
In 1998, the Motor Industry Software Reliability Association (MISRA) published MISRA-C [19].
The guidelines were intended for embedded automotive systems implemented in the C programming
language. An updated version of the MISRA-C coding guidelines has been released in 2004 [20].
This standard is now widely accepted in other safety-critical domains, such as avionics or defence
systems. On the basis of the 2004 MISRA-C standard, the Lockheed Martin Corporation has published coding guidelines that are obligatory for Air Vehicle C++ development in 2005 [3]. Albeit
certain rules tackle code complexity, there are no rules that explicitly aim at developing better time
predictable software.
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3.2.2

MISRA-C

Wenzel et al. [30] reckon that among the standards DO-178B, MISRA-C, and ARINC 653, only
MISRA-C includes coding rules that can effect software predictability. In the following, we thus
take a closer look at the 2004 MISRA-C guidelines. The list partially corresponds to the one found
in [30] (focusing on 1998 MISRA-C), but refers to the potential impact on the time predictability
using binary-level static WCET analysis (e.g., with the aiT tool).
Rule 13.4 (required): The controlling expression of a for statement shall not contain any objects
of floating type. State-of-the-art abstract interpretation based loop analysers work well with integer
arithmetic, but do not cope with floating point values [7, 5]. Thus, by forbidding floating point based
loop conditions, a loop analysis is enabled to automatically detect loop bounds.
Rule 13.6 (required): Numeric variables being used within a for loop for iteration counting shall
not be modified in the body of the loop. This rule promotes the use of (simple) counter-based loops
and prohibits the implementation of a complex update logic of the loop counter. This allows for a
less complicated loop bound detection.
Rule 14.1 (required): There shall be no unreachable code. Tools like aiT can detect that some
part of the code is not reachable. However, static timing analysis computes an over-approximation
of the possible control-flow. By this, the analysis might assume some execution paths that are not
feasible in the actual execution of the software. Hence, the removal of unreachable parts from the
code base leads to less sources of such imprecision.
Rule 14.4 (required): The goto statement shall not be used. The usage of the goto statement does
not necessarily cause problems for binary-level timing analysis. These statements are compiled into
unconditional branch instructions, which are no challenge to such analyses by themselves. However,
the usage of the goto statement might possibly introduce irreducible loops into the program binary.
There is no known approach available to automatically determine loop bounds for this kind of loops.
Consequently, manual annotations are always required. Even worse, certain precision-enhancing
analysis techniques, such as virtual loop unrolling [26], are not applicable.
Rule 14.5 (required): The continue statement shall not be used. Wenzel et al. [30] state that
not adhering to this rule could lead to unstructured loops (see rule 14.4). However, continue
statements only introduce additional back edges to the loop header and therefore cannot lead to
irreducible loops. Any loop containing continue statements can be transformed into a semantically
equivalent loop by means of if-then-else constructs. Hence, the only purpose of this rule is to
enforce a certain coding style.
Rule 16.1 (required): Functions shall not be defined with a variable number of arguments.
Functions with variable argument lists inherently lead to data dependent loops iterating over the
argument list. Such loops are hard to bound automatically.
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Rule 16.2 (required): Functions shall not call themselves, either directly or indirectly. Similarly
to using goto statements, the use of recursive function calls might lead to irreducible loops in the
call graph. Thus, a similar impact on software predictability would apply as discussed above for
goto statements (see rule 14.4).

Rule 20.4 (required): Dynamic heap memory allocation shall not be used. Dynamic memory
allocation leads to statically unknown memory addresses. This will lead to an over-estimation in the
presence of caches or multiple memory areas with different timings. Recent work tries to address
this problem by means of cache-aware memory allocation [13].

Rule 20.7 (required): The setjmp macro and the longjmp function shall not be used. In accordance to the discussion of rule 14.4 and of rule 16.2, the usage of the setjmp and the longjmp
macro would allow the construction of irreducible loops. Hence, similar time predictability problems
would arise.

3.2.3

Design-Level Information

Coping with all tier-one challenges of WCET analysis (see Section 3.1.2) is usually not sufficient
in industrial practice. Additional information that is available from the design-level phase is often
required to allow a computation of significantly tighter worst-case execution time bounds. Here, we
address the most relevant tier-two challenges.

Operating Modes. Many embedded control software systems have different operating modes. For
example, a flight control system differentiates between flight and ground mode. Any such operating mode features different functional and therefore different timing behaviour. Unfortunately, the
modes of behaviour are not well represented in the control software code. Although there is ongoing
work to semi-automatically derive operating modes from the source code [16], we still propose to
methodically document their behavioural impact.
Such documentation could include loop bounds or other kinds of annotations specific to the corresponding operating mode. At best developers should instantly document the relevant source code
parts to avoid a later hassle of reconstructing this particular knowledge.

Complex Algorithms. Complex algorithms or state machines are often modelled with tools like
MATLAB or SCADE. By means of code generators these models are then transferred into, e.g., C
code. During this process, high-level information about the algorithm or the state machine update
logic respectively are lost (e.g., complex loop bounds, path exclusions).
Wilhelm et al. [31] propose systematic methods to make model information available to the WCET
analyser. The authors have successfully applied their approach and showed that tighter WCET bounds
are achievable in this fashion.
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Data-Dependent Algorithms. Computing tight worst-case execution time bounds is a challenging
task for strongly data-dependent algorithms. This is mainly caused by two reasons. On the one hand,
data-dependent loops are hardly bounded statically. However, for computing precise WCET bounds,
it generally does not suffice to assume the maximal possible number of loop iterations for each execution context. On the other hand, a static analysis is often unable to exclude certain execution paths
through the algorithm without further knowledge about the execution environment. The following
example demonstrates this problem.
Message-based communication is usually implemented by means of fixed-size read and write buffers
that are reserved for each scheduling cycle separately. During an interrupt handler the message data
is either copied from or to memory – depending on the current scheduling cycle. Here, read and write
operations can never occur in the same execution context of the message handler. Without further
information both operations cannot be excluded by a static WCET analysis. Additionally, the analysis
has no a-priori information about the amount of data being transferred. However, the allocation of
the data buffers and the amount of data to transmit is statically known during the software design
phase. Using this information would allow for a much more precise static timing analysis of such
algorithms.
Imprecise Memory Accesses. Unknown or imprecise memory access addresses are one of the
main challenges of static timing analysis for two reasons. First, they impair the precision of the value
analysis. Any unknown read access introduces unknown values into the value analysis and therefore
increases the possibly feasible control-flow paths and negatively influences the loop bound analysis. In addition, any write access to an unknown memory location destroys all known information
about memory during the value analysis phase. Second, the pipeline analysis has to assume that any
memory module might be the target of an unknown memory access – the slowest memory module
will thus contribute the most to the overall WCET bound. For architectures featuring data caches,
an imprecise memory access invalidates large parts of the abstract cache (or even the whole cache)
and leads to an over-approximation of the possible cache misses on the WCET path. Such unknown
memory accesses can result from the extensive use of pointers inside data structures with multiple
levels of indirections.
A remedy to this could be to document the memory areas that might be accessed for each function
separately, especially if slow memory modules could be accessed. For example, memory-mapped I/O
regions that are used for CAN or FLEXRAY controllers usually are only accessed in the corresponding device driver routines. Thus, the analysis would only need to assume for those specific routines
that imprecise or unknown memory accesses target these (slow) memory regions. For all other routines, the analysis would be allowed to assume that different, potentially faster memory modules are
being accessed.
Error Handling. In embedded software systems, error handling and recovery is a very complex
procedure. In the event of an error, great care needs to be taken to ensure safety for individuals and
machinery respectively.
A precise (static) timing analysis of error handling routines requires a lot more than the maximum
number of possible errors that can occur or have to be handled at once. First of all however, it needs
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Iteration Counts
0
1
2
3
4 .. 9
10 .. 19
20 .. 39
40 .. 59
60 .. 79
80 .. 99
100 .. 135
156
186
204

Frequency of Occurrence
1 552
99 881 801
116 421
114
13
19
24
22
13
11
7
1
1
1

Observed for

lDivMod (0x ffd9 3580, 0x 107 d228)
lDivMod (0x fff2 c009, 0x 118 dcc4)
lDivMod (0x ffe8 70e3, 0x 141 4167)

Table 2: Observed iteration counts for lDivMod.
to be decided whether the error case is relevant for the worst-case behaviour or not. If not, all errorcase related execution paths through the software may be ignored during WCET analysis, which
will obviously lead to much lower WCET bounds being computed. This however requires precise
knowledge about which parts of the software are concerned with handling errors.
Otherwise, static timing analysis has to cope with error handling. The assumption that all errors
might occur at once naturally leads to safe timing guarantees. However, in reality this is a rather
uncommon or simply infeasible behaviour of the embedded system. Here, computing tight WCET
bounds requires precise knowledge about all potential error scenarios. An early documentation of the
system’s error handling behaviour is thus expected to allow for a quicker and more precise analysis
of the overall system.
Software Arithmetic. Under certain circumstances, an embedded software system makes use of
software arithmetic. This is the case if the underlying hardware platform does not support the required
arithmetic capabilities. For instance, the Freescale MPC5554 processor only supports single precision floating point computations [25]. If higher-precision FPU operations are required, (low-level)
software algorithms emulating the required arithmetic precision come into play. Such algorithms
are usually designed to provide good average-case performance, but are not implemented with good
WCET predictability in mind. This often causes a static timing analysis to assume the worst-case
path through such routines for most execution contexts.
An extreme example for a function with good average-case performance and bad WCET predictability is the library function lDivMod of the CodeWarrior V4.6 compiler for Freescale HCS12X. The
purpose of this routine is to compute quotient and remainder of two 32 bit unsigned integers. The
algorithm performs an iteration computing successive approximations to the final result. To get an
impression on the number of loop iterations, we performed an experiment in which lDivMod was
applied to 108 random inputs. Table 2 shows which iteration counts were observed in this experi-
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ment. The number of iterations is 1 in more than 99.8% and 0, 1, or 2 in more than 99.999% of the
sample inputs. On the other hand, iteration counts of more than 150 could be observed for a few
specific inputs. There seems to be no simple way to derive the number of iterations from given inputs
(other than running the algorithm). The highest possible iteration count could not yet be determined
by mathematical analysis. Even if it were known that 204 is the maximum, a worst-case execution
time analysis had to assume that such a high iteration number occurs when the input values cannot
be determined statically, leading to a big over-estimation of the actual WCET.
To tighten the computed WCET bounds, further information would be required to avoid the cases
with high numbers of loop iterations in many or all execution contexts. Making sure that the used
software arithmetic library features good WCET analysability also helps to tighten the computed
WCET bounds. Another – more radical – approach would be to employ a different hardware architecture that supports the required arithmetic precision.

3.3

Related Work

The impact of the source code structure on time predictability has been subject to several research
papers and projects respectively.
Thiele and Wilhelm investigate threats to time predictability and propose design principles that support time predictability [27]. Among others the authors discuss the impact of software design on
system predictability. For example, the use of dynamic data structures should be avoided, as these
are hard to analyse statically.
Wenzel et al. [30] discuss the possible impact of existing software development guidelines (DO178B, MISRA-C, and ARINC 653) on the WCET analysability of the software. Furthermore, the
authors provide challenging code patterns, some of which, however, do not appear to cause problems
for binary-level, static WCET analysis. For instance, calls to library functions do not necessarily
impair the software’s time predictability. The implementation and thus the binary code of the called
function determines the time predictability, and not the fact of the function being part of a library.
Nonetheless, the binary code of the library functions are required to be available to ensure a precise
static worst-case execution time analysis if complex hardware architectures are being used. For
ARINC 653 implementations that are truly modular this might not always be the case.
The purpose of the project COLA (Cache Optimisations for LEON Analyses) was to investigate how
software can achieve maximum performance, whilst remaining analysable, testable, and predictable.
COLA is a follow-on project to the studies PEAL and PEAL2 (Prototype Execution-time Analyser
for LEON), which identified code layout and program execution patterns that result in cache risks, so
called cache killers, and quantified their impact. Among others, the COLA project produced cacheaware coding rules that are specifically tailored to increase the time predictability of the LEON2
instruction cache.
The project MERASA aimed at the development of a predictable and (statically) analysable multicore processor for hard real-time embedded systems. Bonenfant et al. [2] propose coding guidelines
to improve the analysability of software executed on the MERASA platform. Both static analysis
and measurement-based approaches are considered. In principle, these coding guidelines correspond
to the MISRA-C guidelines discussed in Section 3.2.2.
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4

Coding Policies in Industry

In practice, coding policies or coding guidelines are prevalent in industry. Typically, for safetyrelevant software projects, policies based on a well-known standard like MISRA-2004 are devised
and tailored to the context and specific needs of the project, individually.
The used coding policies typically contain measures to reduce the complexity of the software and
hence improve their comprehensibility and testability. There might exist limits regarding the nesting depth and structure of control flow (e.g., single exit functions), restriction on the use of certain
statements – most prominently goto, but in some cases also break and continue for loops –
or the control flow graph complexity using the measure of cyclomatic complexity [18], the number
of non-cyclic paths, or the call-graph complexity. Also, the use of global variables within functions
might be limited and regulated, by demanding that they might only be accessed through accessor
functions.
Safety-critical projects customarily employ tools for validation and verification of the software. Some
tools require strict adherence to coding rules, as deviations are considered errors that must be fixed if
they are not justified.
Experience has shown that certain code quality metrics are difficult to respect by the developers, especially those related to the size and complexity of the code (e.g., limits on number of statements within
a function or restrictions on the cyclomatic complexity). There is a demand for a more automated
development process, regarding software verification, documentation and requirements management.
We think that the presented coding policies for automated WCET analysis are easily employable and
do not impose a considerable additional burden on the developers. The gain in analysability and
hence tighter WCET bounds should outweigh the additional effort required.
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5

Requirements

For the sake of completeness, we list the requirements from Deliverable D1.1 that target the compiler
work package (WP5) and explain how they are met by the current version of the tool chain. NON CORE and FAR requirements are not listed here.

5.1

Industrial Requirements

P-0-505 The platform shall provide means to implement preemption of running threads. These
means shall allow an operating system to suspend a running thread immediately and make
the related CPU available to another thread.
The compiler supports inline assembly, which can be used to implement storing and restoring
threads. Further support will depend on the details of the implementation of preemption in the
Patmos architecture, developed in the scope of interrupt virtualisation by our project partners
(Task 2.6). There is no specific task devoted to the integration of preemption for TUV. Though,
we adapted the ISA to allow storing and restoring the contents of the stack cache to and from
the external memory. We adapted the compiler and the C library to support compilation of the
RTEMS operating system, which features context switching and POSIX threads.
P-0-506 The platform shall provide means to implement priority-preemptive scheduling (CPU-local,
no migration).
The compiler supports inline assembly, which can be used to implement storing and restoring
threads. Further support will depend on the details of the implementation of preemption in the
Patmos architecture, developed in the scope of interrupt virtualisation by our project partners
(Task 2.6). There is no specific task devoted to the integration of preemption for TUV. Though,
we adapted the ISA to allow storing and restoring the contents of the stack cache to and from
the external memory. We adapted the compiler and the C library to support compilation of the
RTEMS operating system, which features context switching and POSIX threads.
C-0-513 The compiler shall provide means for different optimisation strategies that can be selected
by the user, e.g.: instruction re-ordering, inlining, data flow optimisation, loop optimisation.
In the LLVM framework, optimisations are implemented as transformation passes. The LLVM
framework provides options to individually enable each transformation pass, as well as options
to select common optimisation levels which enable sets of transformation passes.
C-0-514 The compiler shall provide a front-end for C.
The clang compiler provides a front-end for C. The compiler has been adapted to provide
support for language features such as variadic arguments and floating point operations on
Patmos.
C-0-515 The compile chain shall provide a tool to define the memory layout.
The tool chain uses gold to link and relocate the executable. The gold tool supports linker
scripts, which can be used to define the memory layout.
S-0-519 The platform shall contain language support libraries for the chosen language.
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The newlib library has been adopted for the Patmos platform, which provides a standard
ANSI C library.
A-0-521 The analysis tool shall allow defining assumptions, under which a lower bound can be
found, i.e.a bound that is smaller than the strict upper bound, but still guaranteed to be >=
W CET as long as the assumptions are true (e.g.instructions in one path or data used in that
path fit into the cache).
We adapted the LLVM compiler framework to automatically emit flow facts and value facts that
are generated by the internal analyses performed by the compiler. The tool chain also supports
generation of flow facts from execution traces. The compiler is able to emit debug information
which is used by the aiT WCET analysis tool to retrieve source code level flow annotations.
Flow annotations at binary level can be used to add additional flow constraints to the WCET
analysis.
S-0-522 Platform and tool chain shall provide means that significantly reduce execution time (e.g.:
cache, scratchpad, instruction reordering).
The LLVM framework provides several standard optimisations targeting execution time, such
as inlining or loop unrolling. The data scratchpad memory can be accessed with dedicated
macros, which allow the programmer to manually utilize this hardware feature. Instruction
reordering is performed statically at compile-time to reduce the number of stall cycles in the
processor. The stack cache provides a fast local memory to reduce the pressure on the data
cache and to obtain a better WCET bound. The compiler features WCET analysis driven optimisations and optimisations utilising the Patmos hardware features that automatically further
reduce the WCET bound.
P-0-528 The tool chain shall provide a scratchpad control interface (e.g.: annotations) that allows
managing data in the scratchpad at design time.
The SPM API has been integrated into the tool chain, which contains both low-level and highlevel functions that allow copying data between SPM and external memory and to use the SPM
as buffer for predictable data processing, respectively. Accessing data items on the SPM is
possible with dedicated macros that use the address space attribute, which is translated to
memory access instructions with the proper type in the compiler backend.
C-0-530 The compiler may reorder instructions to optimise high-level code to reduce execution time.
Instructions are statically reordered to make use of delay slots and the second pipeline, and to
minimise stalls during memory accesses.
C-0-531 The compiler shall allow for enabling and disabling optimisations (through e.g.: annotations
or command line switches).
In the LLVM framework optimisations are implemented as transformation passes. The LLVM
framework provides options to individually enable each transformation pass, as well as options
to select common optimisation levels which enable sets of transformation passes.
C-0-539 The compiler shall provide mechanisms (e.g.: annotations) to mark data as cachable or
uncachable.
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Variables marked with the _UNCACHED macro are compiled using the the cache bypass instructions provided by Patmos to access main memory without using the data cache.
S-0-541 There shall be a user manual for the tool chain.
All tool chain source repositories contain a README.patmos file, which explains how to
build and use the tools provided by the repository. Additional documentation of the tool chain
can be found in the patmos-misc repository and in the Patmos handbook in the patmos repository. Further information about the LLVM compiler can be found in the LLVM user guide.2

5.2

Technology Requirements

C-2-013 The compiler shall emit the necessary control instructions for the manual control of the
stack cache.
The compiler emits stack control instructions to control the stack cache, so that data can be
allocated in the stack cache. The compiler employs optimisation to reduce the number of
emitted stack control instructions.
C-4-017 The compiler shall be able to generate the different variants of load and store instructions
according to their storage type used to hold the variable being accessed.
The compiler backend supports all variants of load and store instructions that are currently
defined by the Patmos ISA at the time of writing. Support for annotations to select the memory
type for memory accesses is provided by dedicated macros.
C-4-018 The storage type may be implemented by compiler-pragmas.
Support for annotations to select the memory type for memory accesses is provided by dedicated macros.
C-5-027 The compiler shall be able to compile C code.
The clang compiler provides a front-end for C. The compiler has been adapted to provide
support for language features such as variadic arguments and floating point operations on
Patmos.
C-5-028 The compiler shall be able to generate code that uses the special hardware features provided
by Patmos, such as the stack cache and the dual-issue pipeline.
The compiler uses special optimisations to generate code that uses the method cache, the stack
cache and the dual-issue pipeline.
C-5-029 The compiler shall be able to generate code that uses only a subset of the hardware features
provided by Patmos.
All code generation passes that optimise code for the Patmos architecture, such as stack cache
allocation and function splitting for the method cache, provide options to disable the optimisations and thus emit code that does not use the special hardware features of Patmos.
C-5-030 The compiler shall support adding data and control flow information (i.e.: flow facts) to the
code, e.g.: in form of annotations.
2

http://llvm.org/docs/
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Our tool chain extracts flow information from the code automatically and provides the information to the WCET analysis. Furthermore, because the compiler emits debug information,
the capabilities of aiT to process annotations on the source code can be utilised.
C-5-031 The compiler shall provide information about potential targets of indirect function calls and
indirect branches to the static analysis tool.
The compiler emits internal information such as targets of indirect jumps for jump tables.
The tool chain provides means to transform this information to the input format of the WCET
analysis tool.
C-5-032 The compiler shall pass available flow facts to the static analysis tool.
The compiler emits internal information such as targets of indirect jumps for jump tables. Additional value facts and flow facts are emitted by the compiler based on information generated by
internal analyses of the compiler. The tool chain provides means to transform this information
to the input format of the WCET analysis tool.
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6

Conclusion

We presented a precise definition of input-data dependencies, which is founded by semantic arguments. This definition allows us to define two useful classes of programs for hard real-time systems.
For tasks with input-data independent loop bounds, it is possible to guarantee that all loop bounds
will be detected by an efficient algorithm. Furthermore, it is feasible to carry out static checks that
verify that the program adheres to the policy, and to construct tasks following this policy in a systematic way. We argued by means of examples that this policy, which originates from the single-path
paradigm, is suitable for real-time systems.
Our experience with static timing analysis of embedded software systems shows that the analysis complexity varies greatly. As discussed above, the software structure strongly influences the
analysability of the overall system. Existing coding guidelines, such as the MISRA-C standard, partially address tier-one challenges encountered during WCET analysis. However, solely adhering to
these guidelines does not suffice to achieve worst-case execution time bounds with the best precision
possible. We usually suggest to document the software system behaviour as early as possible – desirably during the software design phase – to tackle the tier-two WCET analysis challenges. Otherwise,
achieving precise analysis results during the software development testing and validation phase might
become a costly and time consuming process.
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Acronyms
CFG Control-Flow Graph
DAG Directed Acyclic Graph
ILP Integer Linear Programming
IR
Intermediate Representation
LCSSA Loop-Closed SSA
PDG Program Dependency Graph
SSA Static Single Assignment
SCC Strongly-Connected Component
SCR Strongly-Connected Region
TGSA Thinned Gated Single Assignment
WCET Worst-Case Execution Time
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