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Executive Summary
This document describes the deliverable D 2.2 Concepts for Interrupt Virtualisation of work package
2 of the T-CREST project, due 9 months after project start as stated in the Description of Work. This
document presents the rationale, requirements, and concepts for interrupt virtualisation.
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1

Introduction and Rationale

1.1

Real-Time Systems

Real-time systems contain one or more applications, each consisting of multiple communicating
tasks. These tasks are distributed over microprocessors that are software programmable. To facilitate
developing and writing applications, often a real-time operating system (RTOS) is used on each of
the microprocessors. Examples of RTOS are [14, 7, 5, 19, 16, 17, 8, 6, 3, 1, 2]. A RTOS allows
multiple tasks to share a single processor, and allocates space ((virtual) memory addresses) and time
(percentage of the processor usage) to each of the tasks. In the remainder, we focus on the timesharing or scheduling of tasks on a processor.
Scheduling may be static (based on design-time information only) or dynamic (also taking into account run-time information). Orthogonally, it may be non-preemptive (a task executes until it finishes
or explicitly yields control of the processor to another task) or preemptive (where a task executes for
a certain amount of time, before control of the processor returns to the RTOS, which then schedules
a next task). Examples of the scheduling algorithm employed by the RTOS are static order, round
robin, time-division multiplexing, static or dynamic priority, and so on. The scheduling algorithm is
of great importance since it is one of determinants of the response times of the tasks. A scheduling
algorithm is work conserving if the processor is never idle when there is a task ready and waiting
for execution. This often improves the average response time of tasks, but at the cost of a higher
worst-case response time.
Traditionally real-time systems contained a single dedicated application consisting of multiple tasks.
Each task could be analysed for its real-time behaviour (e.g. worst-case execution and response
times). After they were combined with a predictable (i.e. analysable real-time) scheduler, the timing
behaviour of the system could be determined. Predictable work-conserving (often non-preemptive)
schedulers are adequate when running a single real-time application. A predictable system therefore
allows each application to be characterised in terms of worst-case timing behaviour, usually computed
from the behaviour of all tasks in the system and the scheduler.

1.2

Virtual Platforms

More recently, real-time systems often contain multiple distributed applications, whose tasks are
sharing processors. Figure 1 illustrates the case where they are all real-time, and a single predictable
scheduler manages the tasks of all applications. However, often some of the applications are not
real time. These mixed-criticality systems present new additional problems since non-real-time tasks
may not have a (known) worst-case execution time. Their co-existence with real-time tasks mean
that the worst-case response times of the latter are affected, and perhaps even become unbounded
too. As a result, predictable preemptive schedulers are required when multiple real-time and nonreal-time applications are supported in the same system. (A preemptive scheduler ensures that tasks
can be started independently of the execution or blocking behaviour of other tasks.) Now only each
real-time application has a predictable behaviour in terms of worst-case timing, computed from the
timing behaviours of its constituent tasks and the preemptive scheduler. Non-real-time tasks usually
have no predictable timing behaviour.
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Figure 1: Single-level scheduler RTOS where a single task scheduler manages all tasks, even when
of different applications.
Ideally, multiple applications in a single real-time system do not affect each other, in the sense of
changing each other’s worst-case and actual timing behaviours (execution and response times, jitter). Static non-work-conserving schedulers, such as time-division multiplexing, provide the benefit
of timing isolation (a.k.a. partitioning, or composability between tasks), since tasks are scheduled
according to a precomputed sequence that does not depend on the run-time behaviour of any application. While the worst-case behaviour of a real-time application is computed as before, from the
timing behaviours of its tasks and the scheduler, now also the actual behaviour (as opposed to worstcase behaviour) of the application is independent of other applications. This partitioning method is
used in time-triggered architecture such as [17, 15].
Each application can be thought of as executing in its own virtual platform, defined by the scheduler (i.e. the budget for each of its tasks). An application’s actual and worst-case timing behaviours
are independent from other applications, potentially executing on the same physical platform. As
a result, partitioned or composable real-time systems allow applications to be developed and tested
independently, and to be integrated iteratively. In other words, circular verification whereby changes
(improvements, bug fixes, updates) in one application expose undesired behaviour in another application that then require changes, possibly ad infinitum, is avoided.
Different applications (real-time or not) are developed with different requirements, often by different
independent software vendors. As a result, each application may require its own model of computation, e.g. static or dynamic dataflow, Kahn process network, time-triggered, and scheduler, e.g. static
order, priority-based, round-robin, time-division multiplexing. This requires a two-level approach
to scheduling with inter-application scheduling and intra-application scheduling, respectively. The
inter-application scheduler first decides which application to execute and the intra-application sched-
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Figure 2: Single-level scheduler RTOS supporting partitioning.
uler then schedules tasks from that application. The purpose of the inter-application level is to partition applications and it must be non-work-conserving and preemptive. The application scheduler
is trusted time-critical code, in the sense that any functional or timing error can lead to the entire
system, i.e. all applications, malfunctioning.
Second-level task schedulers, on the other hand, are application specific. Since application developers, rather than RTOS or system integrators, specify and write their own task schedulers, they are not
trusted time-critical code. For this reason, they execute in application time (and space), and not in
system time (and space). A malfunctioning task scheduler only affects the application of which it is
a part.
It is possible to remove the second-level intra-application scheduling, and only use the intraapplication (TDM) scheduling (see Figure 2), but this is likely to come at the cost of a severe reduction in processor utilisation [20]. Similarly, while some RTOSs implement both partitioning and
two-level scheduling (illustrated in more detail below, and [20, 12]), they only allow non-preemptive
intra-application scheduling, which is likely to be similarly expensive. Preemptive intra-application
scheduling promises to offer better processor utilisation and, more importantly in the T-CREST context, a lower worst-case response time for applications.
Figure 3 illustrates the concepts introduced above. The Compose RTOS [14, 21] and the CompSOC platform are shown, since they implement a number, but not all, of the requirements. Each
processor has local instruction and data memories. Additionally each has specialised communication memories with associated DMAs to ensure partitioning [10]. Processor tiles, (I/O) devices, and
predictable distributed memories (SRAM and DRAM [9]) are interconnected by a predictable network on chip [13]. The partitioning RTOS essentially consists of a preemptive non-work-conserving
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TDM inter-application scheduler. Each application contains its own dedicated intra-application task
scheduler. Compose currently only allows non-preemptive task schedulers [20], see Section 3 below.
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Figure 3: CompSOC and Compose RTOS, illustrating partitioning and two-level scheduling.

1.3

Interrupts

Tasks in a real-time application do not only communicate amongst themselves, but also interact with
the physical environment in which the real-time system is embedded. While output can often be
scheduled in the future using e.g. timers, asynchronous inputs are either obtained by the processor
polling the I/O device or by receiving interrupts from the I/O device. The latter is illustrated in
Figure 4, where I/O devices are connected to the processor and the RTOS includes an ISR.
While many operating systems support both options and manage to bound the time to serve the
interrupt, the impact on the worst-case execution time of the application running when the interrupt
arrives is not trivial to analyse. An interrupt interferes with the execution and timing of an application,
since the interrupt service routine (ISR) consumes some of the execution time. This complicates the
real-time analysis in all cases, but is even not permitted in the case of partitioned systems, where
applications should not interfere with each other at all. Handling an interrupt that is destined for
another application has an impact on the current application. Virtualising I/O interrupts such that
they are contained in the virtual platform belonging to the application is therefore required.
The rest of this document is structured as follows. Requirements following from our analysis are
stated in Section 2. Section 3 reviews the state of the art in RTOSs in terms of characteristics and
requirements. Section 4 then introduces the concepts that aim to fullfil the identified requirements.
Lastly, conclusions are drawn in Section 5.
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Figure 4: Illustration of interrupt structure with I/O devices connected to processors and an ISR in
the RTOS.

2

Requirements

Based on the introduction and rationale, we state the following nine requirements for the virtualised
interrupts.
1. The RTOS must support multiple concurrent applications, each consisting of a set of communicating tasks.
2. An application’s tasks may be mapped on one or more processors.
3. The RTOS must partition applications, in the sense that the worst-case and actual timing behaviours of any application are not affected by the absence or behaviour of any other application.
4. Each application must specify its own task scheduler, specific to its model of computation.
5. The following models of computation shall be supported: cyclo-static dataflow, Kahn process
networks, time-triggered.
6. A task scheduler may be non-preemptive (cooperative) or preemptive.
7. A preemptive task scheduler shall be able to allocate a cycle budget to a task. The task will be
preempted in the application when the cycle budget has been depleted.
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8. A preemptive task scheduler shall be able to allocate a deadline for a task. The task will be
preempted at the latest time before the deadline when the application is active. The deadline
shall be given as an absolute time.
9. Each interrupt source, such as a hardware device, shall be assigned to and handled by one
application. Interrupt arrival and handling shall not impede partitioning.

3

State of the Art

To ensure that the timing requirements of real-time applications are met, some existing RTOSs do
not allow sharing resources at inter- and intra-application levels at all. However, since not sharing
resources is expensive or even impossible (think of the single DRAM interface on a chip), much
research has been directed this problem. The state of the art in ensuring real-time requirements of applications when they share resources is to isolate applications, and therefore, to prevent interferences
that may invalidate the timing requirements. The isolation mechanisms that have been proposed
range from high level of isolation that aims to minimise sharing critical resources, to full cycle-level
isolation. There are two main categories of approaches to achieve isolation between applications executing on a platform: first, those implementing resource partitioning, and second, those that virtualise
shared resources.
The first one is followed by partitioning RTOSs that offer real-time non-work-conserving preemptive
inter-partition scheduling. Every application is then assigned to a partition. The level of isolation
that a partitioning system provides to the applications may vary from cycle-level to coarser levels. A cycle-level partitioning RTOS is the strictest in the sense that inter-application interference is
completely prohibited at cycle-level, and therefore, the application temporal behaviour is fully independent of absence or behaviour of any other application. Thus, mixed time-criticality applications
can be easily designed, verified, and integrated on the same platform.
In virtualization approaches, a hypervisor creates number of virtual machines (VMs) to execute multiple commodity OSs on a single platform. The VM-based approaches often partition space (e.g.
virtual memory) between applications, but temporal dependencies between the VMs are usually still
possible.
The following table compares a number of RTOSs and on their relevant features. In the table, partitioning is defined as real-time non-work-conserving preemptive scheduling. Two-level scheduling
is defined as using partitioning between applications, including a separate arbiter per application for
task scheduling. Virtual I/O interrupts are defined as interrupts from external sources that only affect
the single application to which they are assigned.
Few RTOSs implement partitioning or two-level scheduling, and none except for Compose, PikeOS,
INTEGRITY, and LynxOS-178 implement both. The three latter ones are commercial products.
PikeOs and INTEGRITY have multi-core versions that are a single copy of the RTOSs for multicore platforms. PikeOs and LynxOS-178 do not provide any power management mechanisms, while
INTEGRITY has a user-mode power management support. All the three RTOSs conform to the ARINC standard [11], which is a specification for time and space partitioning in Safety-critical avionics
Real-time operating systems. According to ARINC, processing time is divided into number of time
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Table 1: Comparison of RTOS features.

CompOSe [14, 21]
TTA [17]
µC/OS-II[18]
RTEMS [7]
PikeOS [5]
eCOS [19]
OKL4 [16]
QNX Neutrino [6]
INTEGRITY [3]
VxWorks [8]
ERIKA [1]
LynxOS-178 [4]
FreeRTOS [2]
hypervisor

real
time
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
no

partitioning
yes
yes
no
no
yes
no
no
no
yes
yes
no
yes
no
no

two-level
scheduling
yes
no
no
no
yes
no
yes
no
yes
no
no
yes
no
yes

preemptive
two-level
no
no
no
no
yes
no
yes
no
yes
no
no
yes
no
yes

virtualised I/O
interrupts
no
n/a
no
no
no
no
yes
no
no
no
no
no
no
yes

slices known as the partitions. Every partition is assigned an application. To the best of our knowledge, none of the three provide cycle-level isolation between the isolated partitions, and subsequently,
between the applications. None of them, including Compose, implement virtual interrupts with preemptive two-level scheduling.

4

Virtualised Interrupt Concepts

Combining the state of the art and requirements, we propose the following approach and concepts.
The Compose RTOS is a good candidate for use in the T-CREST project, since it offers some critical
required features, namely predictability (including a design flow for real-time analysis), and cyclelevel partitioning (a.k.a. composability). The requirements that it does not satisfy are:
• Requirement 3 The RTOS must partition applications, in the sense that the worst-case and
actual timing behaviours of any application are not affected by the absence or behaviour of any
other application.
• Requirement 6: A task scheduler may be non-preemptive (cooperative) or preemptive.
• Requirement 7: A preemptive task scheduler shall be able to allocate a cycle budget to a task.
The task will be preempted in the application when the cycle budget has been depleted.
• Requirement 8: A preemptive task scheduler shall be able to allocate a deadline for a task. The
task will be preempted at the latest time before the deadline when the application is active. The
deadline shall be given as an absolute time.
• Requirement 9: Each interrupt source, such as a hardware device, shall be assigned to and
handled by one application. Interrupt arrival and handling shall not impede partitioning.
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To deal with Requirement 6 it is necessary to distinguish the logical interrupt used by the interapplication scheduler to implement partitioning (non-work-conserving inter-application scheduling)
and the logical interrupt used for preemptive intra-application scheduling. It is easy to necessary to
multiplex these two distinct logical interrupts on one physical interrupt line and to distinguish them
through the use of an interrupt vector. However, a number of open issues remain. First, the architecture to generate the interrupts, in particular the timers (e.g. a single software-multiplexed timer,
or a timer per application) requires further investigation. Second, how and where in the architecture
are interrupts for applications other than the currently executing interrupt handled? For example, is
masking interrupts enough, does each application require its private virtual ISR, or is a single RTOS
ISR enough? Finally, ensuring partitioning such that no matter when any (set of) interrupts arrive,
it only affects the (timing of the) relevant application. This is captured by Requirement 3. Figure 5
gives a high-level impression of some of these issues.
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Figure 5: Illustration of virtualized interrupt structure with an ICTM in the processor tile and
application-level ISRs.
The implementation of Requirement 9 is likely to be closely related to the infrastructure needed for
Requirement 6 since interrupts arriving not from timers under control of the processor, but from
asynchronous (I/O) devices must be controlled and released only when the relevant application is
active.
Requirements 7 and 8 are related and deal with budgeting (in terms of execution cycles – how much,
and in terms of time – when) a virtual interrupt’s generation. These will impact the software and possibly hardware architectures, but also require determining how interrupts are budgeted and scheduled
in a sparse time base, in the sense that the execution of an application is discontinuous in time.
The concepts for interrupt virtualisation therefore include:
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• hardware; an interrupt, clock, and timing manager (ICTM), shown in Figure 5, that accepts,
generates, and routes interrupts on the basis of e.g. currently active application, absolute and
virtualised time, and frequency and power state of the processor.
• software; in particular, the software stack including system ISR, (privileged?) APIs and drivers
to access the virtualised interrupt hardware, and possibly application-level and applicationspecific ISRs, shown bundled with the task schedulers in Figure 5.
• analysis and tools; the resulting hardware/software architecture must be composable, i.e. applications cannot be affected by each other’s behaviours (including interrupt handling), which
must be shown through a thorough analysis. Moreover, the architecture must be predictable,
i.e. given a configuration of the architecture (i.e. how its components such as arbiters have
been programmed), the worst-case execution times of predictable applications must be computed using automated tooling.

5

Conclusions

In this document, we have introduced mixed-criticality real-time systems that interact with the surrounding physical world through interrupts. Nine requirements related to hardware, middleware,
software, and mapping, were identified and discussed to enable applications in these systems to be
independently designed, verified, and executed. This reduces design & verification phase of system
design, shortening the time to market. A survey was then presented of 14 real-time operating systems
(RTOS), indicating which of the requirements they can satisfy. We concluded that the CompOSe
RTOS, executing on the CompSOC platform, satisfies many of the requirements and is a suitable
starting point for this work. This was followed by a discussion on interrupt virtualization that indicates a trajectory towards implementing the missing requirements. This work will be carried out as a
part of the T-CREST project.
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