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1. Introduction
 On 28 January 2011, Egyptian authorities ordered the country’s Internet Service
Providers to shut down. On 5 March 2011, Libya shut down its data traffic. Already in
2009, Iran had greatly reduced connection speed, and China had shut down the
Internet in the region of Xinjiang. What connects all of these cases of Internet
blackouts in times of crisis is the lasting conviction by governments that shutting
down information and communication channels in times of crisis increases the
country’s stability and security, as defined by the ruling authority. Given the potential
of information and communication technologies (ICTs) it is highly likely that this
pattern will continue in times to come. Therefore, an evaluation of the legal
framework that governs Internet shutdowns in urgently required.
 Against this background I will enquire whether states can shut down the Internet
because of reasons of “national security” and what international rules limit their
behavior. After an introduction (section 1), I will elaborate on the normative frame
provided by human rights law (section 2), humanitarian law (section 3) and by
Internet Governance Principles (section 4). In my conclusions, I will show that
Internet blackouts do not occur within a legal black hole and are only legal in very
specific situations (section 5). The legal framework I will develop in my paper will
help assess states’ actions, point out their legal limits, and frame the response of the
international community.
2. Internet Shutdowns and Human Rights Law
 What limits does human rights law set for states to shut down the Internet in times
of crisis?
 The Internet has become “the public space of the 21st century – the world’s town
square, classroom, marketplace, coffeehouse, and nightclub.”1 As a room where
opinion are shaped and articulated, the Internet therefore needs to be protected.
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 Communicator, recipient and the content of the communication are protected
through human rights law.
 Articles 19 of the Universal Declaration of Human Rights2 and the International
Covenant on Civil and Political Rights (ICCPR) provide a very broad level of protection
which has developed into a number of different freedoms: freedom of opinion,
freedom of expression, freedom of information, freedom of thought, right to privacy
….3
 Arguing that the essence of the rights and freedoms protected by Article 19 has
crystallized into a norm of international customary law I will affirm the norm’s
applicability independent of state commitments. This crystallization process has been
consistent.4 The applicability of the protection to the Internet is clear. 5 Based on this
practice the Security Council, in Resolution 1970 of 26 February 2011, underlined
“the need to respect the freedoms of peaceful assembly and of expression, including
freedom of the media” and, in Resolution 1973 of 17 March 2011, condemned the
“acts of violence and intimidation committed by the Libyan authorities against
journalists, media professionals and associated personnel”.
 Additionally, the vast array of activities the Internet is used for today makes Article 22
(freedom of assembly; as an institutionalized form of freedom of expression) and
Article 25 (right to political participation) relevant for a human rights-based analysis
of Internet shutdowns.
 Apart from these individual human rights protection guarantees I will also argue that
the Internet enjoys institutional protection pursuant to Article 19 (3) in connection
with Article 2 (1) and (2) of the ICCPR as a medium for individuals to enjoy their
information and communication rights and freedoms.
 After having painted in broad strokes the human rights protection regime, I will
analyze under which conditions states can legally limit information and
communication rights and freedoms through Internet shutdowns.
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 First, we can determine that any regional or national shutdown or serious slowing of
connection speeds touches upon the communication freedoms protected by human
rights law. Limitations are possible, but they need to be provided by law, necessary
for a specific, legitimate purpose – such as national security – and proportional.
 Often, limitations are based on factual acts without a legal foundation. This makes
makes them a priori illegal.
 But there are some cases where authorities will argue that a shutdown is necessary
for national security or the protection of ordre public. Calls to war or to political
violence can be seen as a legitimate threat which needs to be stopped. 6 With regard
to the extent of the protection of freedom of expression through the International
Covenant on Civil and Political Rights, the Human Rights Committee, its supervisory
organ, has clearly ruled that “The legitimate objective of safeguarding and indeed
strengthening national unity under difficult political circumstances cannot be
achieved by attempting to muzzle advocacy of multi-party democracy, democratic
tenets and human rights; in this regard the question of deciding which measures
might miss the “necessity” test in such situations does not arise.”7
 Similarly, in the Syracuse Principles, the High Commission for Human Rights has
underlined that national security may not be used to justify arbitrary limitations. 8
 If a state can show that the aim of the limitation is legitimate, the relationship
between the limitation and the goal pursued must still be proportionate. 9 Freedom
of expression itself, as the Human Rights Committee stated, must not be endangered
itself. 10
 Expect very limited cases, a blanket regional or national shutdown is therefore
unjustifiable under international human rights law.
 What would be justifiable, however, would be a law targeting servers from which
dangerous “hate speech” (“Mille Collines servers”) emanates, which could be shut
down.
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3. Internet Shutdowns and Humanitarian Law
 What protection does international humanitarian law (IHL) provide for the Internet in
cases of conflicts?
 Though questioned by a growing number of scholars, IHL still recognizes the
applicability of different regimes to international and non-international armed
disputes and the applicability of human rights law in cases of conflicts.
 In addition to protection under HR law, the Internet may also be protected as a
“critical infrastructure” under IHL. The deliberate destruction of “works or
installations containing dangerous forces“, such as dams, is forbidden under Art. 56
of the First Additional Protocol to the Geneva Conventions. The Internet as such is no
„dangerous force“ and a customary addition of the list of objects considered critical
infrastructure has not yet been taken place. Thus, only the principle of
proportionality (Art 51(5)(b) AP1) could stop Internet shutdowns by one party in a
conflict under IHL, if serious consequences might follow.
 Arguing that shutting down the Internet will stop the other party to the conflict from
communicating effectively though will regularly allow for shutdowns under IHL in
light of the principle of military necessity.
4. Internet Shutdowns, Global Obligations and Internet Governance Principles
 In section 4 I will develop on the limits that the emerging framework provided by
Internet Governance Principles sets for states. What duties, I will ask, exist for states
with regard to the integrity, stability and functionality of the Internet and inhowfar
do these set limits to Internet shutdowns.
 Violations of the freedom of expression are usually not considered by the
international community to be as serious as the violation of the right to life or the
prohibition of torture. But what about the interest of the international community in
the integrity and stability of the Internet as such? What do recently emerging
Internet Governance principles say about that?
 Over the years, international lawyers have increasingly recognized that the Internet is
a global, critical resource which needs to be protected: states have a common and
shared responsibility, similar to the one existing regard international rivers and lakes.
 The Tunis Commitment clearly commit state to a “people-centred, inclusive and
development-oriented Information Society” *…+ “premised on the purposes and
principles of the Charter of the United Nations, international law and multilateralism”
*…+“respecting fully and upholding the Universal Declaration of Human Rights”.
States confirm the “universality, indivisibility, interdependence and interrelation of
all human rights and fundamental freedoms, including the right to development, as

enshrined in the Vienna Declaration.”11 They also committed to a a stable and secure
Internet as a global institution.12
 Now – does the state shutting down the Internet have duties vis-à-vis the
international community? And are the global duties of the international community
from which emerge concrete obligations if a state cuts the net?
 There exists a customary law erga omnes duty of the state shutting down the
Internet towards the international community. This duty can be developed in analogy
to the environmental law principles of sic utere tuo ut alienum non laedas. States
have to do their utmost to refrain from harming other states. Under international
law, this duty exists mainly with regard to neighbours. In the times of the Internet,
this duty is global. It can therefore be argued that there an erga omnes duty of each
state regarding the stability, integrity and functionality of the Internet as such has
crystallized into customary law.13
 The development towards formalizing these obligations has been supported by the
the Council of Europe’s work on the principles regarding the protection and
promotion of the universality, integrity and openness of the Internet, including
notably the very recent Recommendation of 21 September 2011.14
 The duties are enriched by the principles of Internet Governance15 that have been
recently emerging and by the work on the role of human rights in the Internet,
including by the Dynamic Coalitions.
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 What is especially important is the extent and impact of the need of states to protect
human rights and freedoms online and the duty of states to refrain from impacting
negatively the global, unhindered and cross-border Internet traffic.
 There are however, not yet, any clear indicators of global duties of action beyond
political measures. This tear in the protection blanket must urgently be sawn shut.
 Concluding, Internet Governance Principles, especially those confirming the
importance of human rights protection and the obligations of states regarding the
integrity, functionality and stability of the Internet in a cross-border context, have
crystallized into obligations limiting Internet shutdowns internationally and
nationally. A clearly defined obligation of states to react, however, has not yet
emerged.
5. Conclusions
 It is of great importance, both as a policy and legal matter, to ensure, especially in
times of crisis, the viability of information and communication channels. While
international human rights law sets clear limits to state attempts to suppress the
mobilization and articulation of democratic dissent, an analysis of international
humanitarian law provides a more nuanced picture and sets only few limits to
shutdowns. The emerging Internet Governance Principles, again, lay down the duties
of states regarding the integrity, functionality and stability of the Internet, but also
figure as a source for states’ human rights obligations.
 It is unlikely that the Security Council will ever conceive Internet shutdowns as
serious enough human rights violations to merit a chapter VII resolution.
Nevertheless, the reference to both the importance of the freedom of expression
and the explicit condemnation of the violence against “journalists, media
professionals and associated personnel” in the two recent Libya resolutions sends an
important signal. “Associated personnel” should be read, in my mind, to also include
bloggers and citizen journalists.
 Though there is no failsafe protection against Internet shutdowns a diversified server
landscape can help. A recent Freedom House study has shown that 19 states –
among them Egypt, Cuba, Iran, Thailand and Tunesia – have only a very limited and
centralized server structure.16 This should be cause for concern.
 Finally, I’d ask you to keep one thing in mind: There is historically a strong – at least
coincidental – connection between Internet filtering, Internet shutdowns and
systematic human rights violations against the democratic opposition. By shutting
down the Internet in times of crisis, states send an important signal: that they are
ready to attack protest movements without international and national control and
critique. This is, when the international community and all of its stakeholders must
act.
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